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Millenniums before Columbus sailed the Atlantic and 

Magellan crossed the Pacific, the Indian Ocean had become a 

thoroughfare of commercial and cultural traffic. 

(Sardar Kavalam Madhava Panikkar) 

 

 
Abstract 
This chapter is a study of what India has categorised as Offshore Development 

Areas (ODAs) in its Exclusive Economic Zone, to explore and exploit these 

resources for economic gains. A number of private as well as state-owned 

companies have set up their installations in these ODAs for this purpose. On the 

one hand, the great waters serve as a gateway to prosperity in the form of trade 

and commerce opportunities, but on the other hand, they also pose a serious 

challenge to the peace and security of the country. In the context of this chapter, 

‘Energy Security Vulnerabilities’ are defined as the susceptibilities and threats 

that compromise the stability, integrity, and safety of energy resources and 

infrastructure. These vulnerabilities encompass a range of non-traditional 

threats such as maritime terrorism, piracy and armed robbery which have been 

on the rise in the maritime space in the last few decades and can be attributed 

to the ignorance of littoral states as well as maritime law enforcement agencies 

towards maritime security (also known as ‘sea blindness’). Perceiving maritime 

space as an extension of their theatre of operations, the illicit non-state actors 

such as maritime terrorists, pirates and armed robbers have been making good 
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use of this sea blindness and targeting offshore assets including critical energy 

infrastructure as well as vessels for nefarious financial and political gains. 

 

Keywords: Energy dependency, critical energy infrastructure, energy security 

vulnerabilities, offshore energy infrastructure, onshore energy infrastructure, 

sea blindness 

 

 
 

1   Introduction 
Sardar K.M. Panikkar, a distinguished Indian statesman, diplomat, and scholar 

who significantly influenced India’s foreign policy and its understanding of 

international relations during the early years of independence, reaffirmed the 

importance of the Indian Ocean for the Indian subcontinent in his work ‘India 

and the Indian Ocean’. India has traditionally been a maritime nation 

(Muralidharan 2021). The subcontinent’s maritime legacy dates back thousands 

of years. With a long coastline of more than 7,500 kilometres, nine states 

situated along the coast and millions depending upon maritime sector, the sea 

plays a key role in India’s economy even today. Having nearly two-third of its 

borders surrounded with water and over 95% of the trade being carried out via 

sea routes, India’s dependence over its waters is fairly high. Owing to the 

expansive baseline, the country is fortunate to possess an Exclusive Economic 

Zone (EEZ) of nearly 2.7 million sq km. This EEZ contains a number of energy 

and natural resources, including oil, gas and coal.  

India has categorised Offshore Development Areas (ODAs) in its 

Exclusive Economic Zone to explore and exploit these resources for economic 

gains and a number of private as well as state owned companies have set up 

their installations in these ODAs for this purpose. On the one hand, the great 

waters serve as a gateway to prosperity in the form of trade and commerce 

opportunities, but on the other hand, they also pose a serious challenge to the 

peace and security of the country. In the context of this chapter, ‘Energy 

Security Vulnerabilities’ are defined as the susceptibilities and threats that 

compromise the stability, integrity, and safety of energy resources and 

infrastructure. These vulnerabilities encompass a range of non-traditional 

threats such as maritime terrorism, piracy and armed robbery which have been 

on the rise in the maritime space in the last few decades and can be attributed 

to the ignorance of littoral states as well as maritime law enforcement agencies 

towards maritime security (also known as ‘sea blindness’). Perceiving maritime 
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space as an extension of their theater of operations, the illicit non-state actors 

such as maritime terrorists, pirates and armed robbers have been making good 

use of this sea blindness and targeting offshore assets including critical energy 

infrastructure as well as vessels for nefarious financial and political gains. 

 

 

2   Critical Energy Infrastructure 
As per Resolution 2341 (2017) of the United Nations Security Council, the 

Critical infrastructure has to be determined by the state itself based on its own 

priorities and interests. It may cover communications; energy; finance; food; 

public services; industry; health; transport; gas; radio and television; informa-

tion technology; commercial facilities; chemical and nuclear sectors; and water. 

The European Union’s report on Migration and Home Affairs defines the 

Critical infrastructure as an ‘asset or system which is essential for the 

maintenance of vital societal functions’1. It is not an easy task to determine 

‘criticality’ of specific sectors due to their interdependencies and shift in priori-

ties with time. Detailed judgement and calculation are needed in order to decide 

the criticality factor (Clemente 2021).   

India does not have any organisation or policy solely dedicated to the 

protection of its critical infrastructure except National Critical Information 

Infrastructure Protection Centre (NCIIPC) established by the Government of 

India in 2015 which deals with protection of Critical ‘Information’ Infra-

structure. This Centre defines Critical Sectors as those ‘which are critical to the 

nation and whose incapacitation or destruction will have a debilitating impact 

on national security, economy, public health or safety’2. They are extremely 

vital for a country’s thriving economy and form an important part of its national 

identity and strategic purpose. Energy related critical infrastructure located on 

the coast or even miles away from the mainland serves as easy prey for pirates 

and terrorists hunting for resources. Critical offshore energy infrastructure 

found in the ODAs include fixed offshore production platforms (gravity-based 

structures, GBSs), jacket structures, tension-leg platforms (TLPs), tower 

platforms), mobile offshore drilling units, FPSOs, FSOs, FDPSOs, offshore oil 

export terminals, drill ships, jack-ups, submersibles, single point moorings and 

 
1 European Commission, ‘Migration and Home Affairs’.  
2 National Critical Information Infrastructure Protection Centre (NCIIPC), 

‘Guidelines for Identification of Critical Information Infrastructure’.  
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other kinds of offshore installations such as oil derricks, wellhead platforms, 

and flow stations (Kashubsky 2011).  

 

 

3   India’s Energy Dependency and Onshore and Offshore 

Energy Infrastructure (assessing existing regulations and 

policies) 
The Energy sector is of critical importance to sustain the industrial and 

economic growth of any country. India’s energy needs are multifaceted and 

arise from a diverse mix of sources, reflecting the country’s extensive and 

varied consumption patterns. The primary energy demands in India are met 

through a combination of fossil fuels, renewable resources, and traditional 

biomass. According to the International Energy Agency (IEA), coal is the 

largest source of energy, contributing approximately 55% to the country’s 

energy mix, while oil and natural gas contribute about 30% and 6%, 

respectively3. Additionally, India has made significant strides in the utilization 

of renewable energy sources, including solar and wind power, which together 

accounted for around 10% of the total energy consumption as of 20224. The use 

of biomass, including wood and agricultural residues, remains significant in 

rural areas, addressing both energy needs and socio-economic development5. At 

the domestic level, energy consumption patterns vary widely, with urban areas 

relying heavily on electricity and fossil fuels, while rural areas continue to 

depend more on traditional energy sources. Regionally and nationally, the 

disparity in energy needs necessitates a nuanced approach to energy policy and 

infrastructure development, tailored to address both urban and rural demands 

while promoting sustainability and energy security. 

Hence for an energy-deficient country like India, the well-being of 

energy related infrastructure becomes extremely crucial, since any disruption in 

this sector can lead to serious impact on the country’s growing economy. And 

this is why energy security is at the core of India’s foreign policy approach. The 

lion’s share of India’s domestic energy resources is found in the ODAs located 

in the EEZ, which makes it even more important to ensure safety of offshore 

assets standing in the seas. 
 

 
3 International Energy Agency, ‘India Energy Profile’. 
4 Ministry of New and Renewable Energy, Government of India. 
5 United Nations Development Programme, ‘Sustainable Energy for All’. 
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The total indigenous crude oil production in FY 2018-2019 was 34.20 MMT 

metric tonnes, in which offshore accounted for 14.19 MMT. Similarly, 22.12 

bil-lion cubic meters out of the total natural gas production of 32.87 billion 

cubic meters was produced in the offshore area during the same period6. In April 

2019, the onshore Crude oil recoverable reserves were estimated at 341.33 

million tonnes (55%) and the offshore Crude oil recoverable reserves were esti-

mated at 277.60 million tonnes (45%). The largest share of crude oil reserves is 

owned by ONGC (70%) followed by Oil India Limited (12%) and Private 

Sector Companies (18%) (Figure 3.1). 

Similarly, the onshore natural gas recoverable reserves were estimated 

at 492.30 billion cu. m (36%) and the offshore natural gas recoverable reserves 

were estimated at 888.34 billion cu. m (64%). In this case, the largest share of 

natural gas reserves is owned by Private Sector Companies (50%) followed by 

ONGC (41%) and Oil India Limited (9%) (Indian Minerals Yearbook 2019)7. 
 

 
Figure 3.1 Source: Ministry of Petroleum and Natural Gas, 2018-19 

 
6 Ministry of Petroleum and Natural Gas (2020).  
7 Indian Minerals Yearbook (2019).  
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These statistics indicate India’s reliance on offshore fields which constitute a 

significant part of total crude oil and gas reserves. 

 

 
 

Along with the domestic onshore and offshore resources, the country imports a 

huge amount of the oil and natural gas via International Shipping Lanes across 

Indian Ocean to meet its energy needs. India also exports refined petroleum and 

petroleum products to other countries. Considering the ‘total oil imports by sea, 

offshore oil production and petroleum exports, the country’s cumulative sea 

dependence for oil is estimated to be about 93%’8. The country seeks to 

‘encourage domestic and international cooperation with foreign oil and gas 

companies’’ in order to boost the energy drive. Hence, the Indian subcontinent’s 

energy requirement is highly dependent upon seas. The Indian Navy as well as 

other maritime security agencies are familiar with this sea dependence and are 

responsible for the protection of fixed and mobile offshore assets and vessels 

carrying oil and gas, Sea Lines of Communications and coastal areas.  India’s 

historical naval defences along these sea routes are already well documented. 

Over the recent past for instance, their role on averting Houthi and Somalian 

pirate attacks against this international sea route has produced remarkable 

results.  The Maltese flagged MV Ruen was freed by the Indian Navy after it 

was hijacked on 23 December 2023, around 700 nautical miles eat of Bosasa.  

However, the rescue operation only took place in March 2024 after a 

coordinated effort by several vessels of the Indian navy, who admirably did not 

have to injure or kill any of the ship’s crew or the pirates.  The ship’s crew of 

17 were released and 35 Somalian pirates were taken to a Mumbai court for 

trial9.     

 
8 Ministry of Defence (Navy) (2015).  
9 Defence Web, ‘Indian Navy Rescues Another Pirated Ship’.  
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India’s Offshore Energy Infrastructure comprises Western and Eastern 

Offshore Development Areas (ODAs). The Western ODA includes Mumbai 

High (North & South), Mukta, Bassein, Neelam, Panna, Tapti, Heera, Laxmi 

and Gauri whereas the Eastern ODA include Mahanadi, Cauvery and Krishna 

Godavari basins (Figure 3.2). 

 

 
 

Figure 3.2 - Western and Eastern ODAs of India 

 

4   Maritime Terrorism  
Very few terrorist activities against offshore critical infrastructure have been 

reported in the past, largely due to underreporting or lack of sufficient skills and 

technology owned by terrorist organizations. But with time, they have evolved 

and became inventive, resourceful and more advanced in technological terms. 

These non-state actors now possess some of the advanced and state-of the art 

technology (incl. GPS and satellite communications) and weaponry; and a 

number of skilled professionals joining these terrorist organisations makes the 

threat imminent in the near future. They seek to deliberately create disturbance, 

exploit vulnerabilities and constantly search new targets to spread fear as well 

as disrupt the smooth functioning of an economy. Critical Infrastructure serves 

their purpose quite well, as it has the ability to directly impact the economy with 

the minimal risk of being caught.  



Gargi Sharma   
 

 

350 

In the past few years, there have been many cases where terrorist groups 

have targeted energy infrastructure in several countries. The most recent ones 

have been a series of missile and drone attacks on the oil facilities of world’s 

biggest oil exporter Saudi Arabia’s oil giant, Aramco by the neighbour Yemen’s 

Houthi rebels. In September 2019, two Saudi oil refineries Abqaiq and Khurais 

were attacked, which resulted in production halt and prolonged disruption. In 

March 2021, an oil storage yard at Ras Tanura, the site of an oil refinery and 

the world’s biggest offshore oil loading facility was attacked with the intention 

of targeting the ‘security and stability of global energy supply’ (Al Jazeera 

2021). If Yemen’s Houthis were able to carry out such advanced drone attacks 

against energy infrastructure, the other terrorist organizations in India’s neigh-

borhood, such as Jaish-e-Mohammed (JeM), based primarily in Pakistan-

administered Kashmir; Lashkar-e-Taiba (LeT), also based in Pakistan; and the 

Liberation Tigers of Tamil Eelam (LTTE), based in Sri Lanka, could potentially 

carry out similar attacks. 

Gujarat, with its highly vulnerable 1,600-km porous coastline, hosts 

installations of vital economic significance (Hiral 2009). It has the longest 

coastline among all Indian states. The Gulf of Kutch in the state houses two 

major oil ports, Mundra and Kandla which lie in close vicinity of Pakistan.  

 

 
 

Figure 4.1 Gujarat - Significant ports and refineries 
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Mundra is one of the largest ports in the country run by Adani group, whereas 

Kandla port is a large bulk handling facility. 

Most of India’s oil imports are sourced from Persian Gulf, and 

Gujarat’s ports serve as the closest points. Kutch region also includes Reliance 

Industries’ Jamnagar oil refinery (50 million-tonne) which is the largest in the 

world and the Nayara Energy Refinery (formerly Essar Refinery) at Vadinar (11 

million-tonne) followed by Gujarat Refinery. With so many critical installations 

in one place, the Kutch is clearly a highly sensitive region or rather a 

‘gunpowder keg’ of the country (Unnithan 2001). Any attack on any of these 

installations in the same fashion as conducted by Houthis on Saudi Aramco in 

2019 can be disastrous for the Indian energy industry.  

Terrorism is not going to end anytime soon and India, with its strong stand 

against any kind of terrorist activities, stands in the category of foe and may fall 

prey to their vicious tactics. The country has witnessed several terrorist attacks 

in the past, and one of them was seaborne. The brutal 26/11 attacks, which 

brought the Indian city ‘which never sleeps’ (Mumbai), to a standstill in 2008, 

are still fresh in the national consciousness. The Mumbai attacks planned and 

executed by Lashkar-e-Taiba were launched from Karachi and became 

successful due to the shortcomings of the then maritime security architecture. 

The growing presence of some terrorist organisations including ISIS and Al 

Qaeda in neighbouring countries and attacks on naval installations including 

PNS Mehran (2011), PNS Zulfiqar (2014), and Chittagong (2015) not too far 

from the Indian borders pose serious threats to the country’s maritime security.  

Offshore energy installations, particularly, oil and gas infrastructure, are 

scattered all over the EEZ and are more vulnerable and hardly defensible targets 

due to their remoteness. Hence they tend to be a more attractive target for illicit 

non-state actors. Oil, due to its high demand and dependency, serves as the 

Achilles heel of the country’s economy. In 2011, there were reports of a new 

terror plot being planned by the terrorist groups Lashkar-e-Taiba and Jaish-e-

Mohammed. It was suspected that they were going to hit India’s offshore oil 

installations by detonating explosive laden ships.  

Such a possibility by terrorists now looms large against Indian energy 

facilities. Attacking the country’s offshore structures can prove to be fatal for 

the energy-dependent economy and will be a prize attack for India’s enemies. 

A number of methods, including explosives in suicide boats or light aircraft, 

unmanned submarine bombs, and/or ship-launched missiles are possible. 

Attacks on offshore energy installations cause infrastructural and environmental 

damage as well as production halt. This leads to productivity and consequential 
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financial losses, price rises and market fluctuations. Ultimately all these factors 

contribute towards reduced confidence in the country’s existing security 

measures and affect geopolitics and foreign relations negatively. The Limburg 

bombing (2002) can be a perfect example because it caused considerable 

consternation among the global and Yemeni shipping community and impacted 

global oil trade negatively.  

 

 

5  Responses and Coordination at International, Regional and   

National Levels 
This section explores the multifaceted responses and coordination mechanisms 

employed at international, regional, and national levels to enhance maritime 

security. We will begin with an examination of India’s maritime security 

architecture, focusing on coastal and offshore security measures, capability and 

capacity development, and the intricacies of maritime domain awareness and 

information sharing networks within the Indian Ocean. Understanding these 

elements is crucial, as they reveal how national strategies align with broader 

regional and international frameworks. Following this, we will delve into the 

United Nations Convention on the Law of the Sea (UNCLOS) of 1982, which 

establishes the legal foundation for maritime conduct and cooperation, and the 

International Maritime Organization (IMO), which plays a pivotal role in setting 

global maritime standards and regulations. By examining these international 

and regional frameworks alongside India’s national strategies, we aim to 

provide a comprehensive overview of how different layers of governance and 

coordination contribute to maritime security. This approach underscores the 

interconnectedness of national defense strategies with international maritime 

laws and organizations, highlighting their collective impact on enhancing 

maritime security. 

 

 

5.1   India’s Maritime Security Architecture 
Maritime Security comprises security on land as well as sea, therefore it is a 

complex construct. It requires coordinated efforts from all maritime stake-

holders including Indian Navy, Coast Guard, port authorities, and the local 

community. Moreover, unlike the land borders which can be easily demarcated, 

the maritime boundaries cannot be demarcated. After the 26/11 Mumbai attack, 

the existing maritime security structure was restructured to a large extent. 
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Following the attacks, the Indian government led by Prime Minister Manmohan 

Singh, in collaboration with the Indian Navy, Coast Guard, and other agencies, 

embarked on an extensive restructuring of maritime security. New assets, 

including patrolling vessels, aircrafts and better weapons were acquired10. The 

existing technological infrastructure was upgraded and funding for better 

technologies such as Automatic Identification System and coastal radars was 

approved. The funding and approval for these enhancements were part of a 

broader initiative spearheaded by the Indian Ministry of Defence in collabo-

ration with the Bharatiya Janata Party (BJP) government, which emphasized a 

comprehensive approach to maritime safety11. Enhanced monitoring, detection 

and identification measures were introduced for local fishermen and traders. 

And most importantly, maritime security became the joint responsibility of the 

three-tier cordon Indian Navy, Coast Guard and marine police as well as 

maritime intelligence agencies and port authorities. And this may be the reason 

why there has not been a single seaborne terrorist attack after the 26/11 incident 

(Karve 2018). The authorities responsible for the security of maritime space and 

borders have become more cautious about the safety of overall maritime space.  

 

● Coastal and Offshore Security 
 

Indian Navy 
 

- Flag Officer Defence Advisory Group: The Flag Officer Defence Advisory 

Group (FODAG) is responsible for the safety of all offshore assets. The 

FODAG was set up in 1983 in order to ensure the security of Offshore 

Development Areas. It is chaired by the Flag Officer (Rear Admiral) of the 

Indian Navy and acts as nodal agency to advise all the companies involved 

in the offshore exploration and production activities concerning security 

measures. Headed by the DG (Indian Coast Guard), the ‘Offshore Security 

Coordination Committee’ (OSCC) works in coordination with FODAG to 

ensure the safety. It is also responsible for offshore security of the country. 

Along with these two groups, the third committee which is responsible for 

 
10 Ministry of Defence, ‘After 26/11, What Steps Have Been Taken to 

Strengthen the Intelligence System and Surveillance?’ 
11 Press Information Bureau, Government of India, Ministry of Defence, 

‘Initiatives to Strengthen Coastal Security’.  
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the offshore infrastructure protection is Regional Contingency Committee 

chaired by the Chief of Staff of Western and Eastern Naval Commands of 

Indian Navy. 

 

- Exercise ‘PRASTHAN’: This is a joint exercise conducted by the Eastern 

as well as Western Naval Command of the Indian Navy as part of Crisis 

Management Group with other maritime stakeholders every six months on 

offshore installations12. It is carried out every six months by Marine 

Commandos (MARCOS) and Explosive Ordinance Disposal (EOD) of the 

Indian Navy in the form of mock drills to assess the preparation of security 

agencies  to  safeguard  ODAs  and  prevent  potential  contingencies  such  

as asymmetric threat or terrorist action, oil spill, casualty evacuation and 

fire.  

 

- Exercise ‘SEA VIGIL’: In 2019, the Indian Navy conducted the ‘largest 

coastal defence exercise’ named SEA VIGIL13. It was carried out along the 

country’s entire coastline and EEZ and was aimed at demonstrating the 

effectiveness of the steps undertaken post Mumbai attacks in 2008 and 

securing ODAs as well as energy related assets including SPMs and 

support vessels. One of its objectives was the assessment of critical zones 

and identification of shortfalls in the maritime security architecture (Das 

2020). The timing of this exercise, occurring 11 years after the Mumbai 

attacks, can be attributed to several factors, including the gradual 

development of enhanced maritime security frameworks and the need for 

comprehensive assessment and preparation to address evolving threats. 

The extended period reflects the complexity of implementing and testing a 

robust security infrastructure across such a vast maritime domain. 

 

Indian Coast Guard 
 

- The Indian Coast Guard is responsible for the coastal as well as offshore 

security. It conducts round the clock patrolling by means of fast patrolling 

vessels as well as aerial surveillance with the help of shore-based aircraft 
 

12 ‘Exercise Prasthan Conducted in Western Offshore Development Area Under 

Aegis of the Western Naval Command, Mumbai’.  
13 ‘Indian Navy Coordinates Largest Ever Coastal Defence Exercise Ten Years 

After 26/11’.  
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and helicopters in the Indian EEZ. The aircrafts owned by Indian Coast 

Guard have advanced sensors to detect unlawful activities and weaponry 

to prevent them. Set up in 1987, the ‘Offshore Security Coordination 

Committee’ headed by the DG (Indian Coast Guard) plays a key role in 

strengthening maritime security measures along with FODAG and RCC14. 

  

● Capability and Capacity Development 
In the last few years, the institutions responsible for the security of the nation 

have begun prioritising capability building over capacity building, although the 

latter has also not been ignored. Capacity building refers to increasing the 

quantity and availability of resources, such as acquiring equipment or 

personnel. After the 26/11 attack, the authorities approved the acquisition of 

numerous patrol boats for the marine police to enhance their presence in the 

territorial waters. However, capability building, which involves developing the 

skills, training, and operational effectiveness of personnel, was insufficiently 

addressed. The marine police lacked the necessary training to operate these 

boats and were unfamiliar with maritime borders, leading to the underutilization 

of the new assets. Security agencies have since recognized the importance of 

both capacity and capability development. Therefore, it is crucial that security 

personnel receive proper training in conjunction with the provision of 

equipment to ensure that resources are effectively utilized. 

 
 

● Maritime Domain Awareness and Information Sharing 

Network in Indian Ocean 
Failure to locate and recognise the potential threats can lead to disastrous 

results, hence Maritime Domain Awareness (or MDA) is a significant step 

towards improving and encouraging coordination among regional partners. It 

was one of the major initiatives undertaken after the Mumbai attack to develop 

a system for identification and tracking of vessels and fill gaps in the maritime 

domain. It included coastal mapping, satellite-based tracking system and vessel 

traffic service (Das 2020). The objective of an information sharing network is 

establishment of protocols to share sensitive data related to critical installations 

in the maritime domain and assessment of data requirements. During IORA’s 

inaugural summit in 2017, India announced its decision to enhance international 
 

14 ‘Maritime Surveillance’, Indian Coast Guard. 
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Maritime Domain Awareness in the region. The Information Fusion Centre-

IOR was set up in Gurugram in 2018 by the Indian Navy with the objective to 

combat maritime terrorism, piracy and other safety-related challenges. 
 

 

● Coastal Border Management 
After the 26/11 attacks, the Government of India, under the leadership of Prime 

Minister Manmohan Singh, along with the Indian Navy and Coast Guard, 

introduced several initiatives in 2009 to strengthen India’s coastal security 

architecture, including coastal security scheme, national automatic identifica-

tion system, vessel tracking management systems, coastal surveillance network, 

and community interaction programs. The porous creeks on the coasts of 

Sundarbans in West Bengal and Gulf of Kutch in Gujarat are the most difficult 

terrains to secure. They have a ‘maze of channels which weave in and out of 

international borders’ (Kamat 2019). The sandbars, mangroves and numerous 

islands serve as the best hideaways for the intruders. Hence it is important to 

have non-stop maritime border patrols. Even the huge EEZ area is difficult  to  

patrol and poses a threat of infiltration. The security agencies make good use of 

technology, surveillance and communication to keep the area safe. 

 
 

5.2   United Nations Convention on the Law of the Sea 1982 
The United Nations Convention on the Law of the Sea (1982) provides a set of 

regulations for coastal states on the issues related to the rights, responsibilities 

and jurisdictions in the seas. It also provides a safety protocol for the offshore 

infrastructure of the coastal states located in the Exclusive Economic Zone 

(EEZ) which is located within 24 to 200 nautical miles of the baseline. The 

Article 56 of the Convention states that the coastal states have ‘sovereign rights’ 

to establish installations in the EEZ for the economic exploitation and 

exploration of the zone15. However, it is important to note that establishment of 

offshore installations does not change the legal status of surrounding waters. 

According to Article 60, the coastal states may create ‘a safety zone 

around the installation’, however it ‘shall not exceed a distance of 500 metres, 

except as authorized by generally accepted international standards or as 

recommended by the competent international organization’. The UNCLOS also 
 

15 ‘United Nations Convention on the Law of the Sea (UNCLOS), United 

Nations. 
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informs the vessels to ‘respect these safety zones’. The agencies of the coastal 

state responsible for the safety of offshore infrastructure are entitled to take 

preventive measures and even use force in case of violations or infringements 

in order to ensure the security. If they feel that there is a potential threat to any 

infrastructure, they may choose to temporarily suspend the ‘right to innocent 

passage’ of foreign vessels.  

The concept of a safety zone, established nearly four decades ago, was 

originally intended to mitigate ‘navigational hazards’ rather than address 

deliberate and planned threats (Williams 2014). In the maritime domain, a 500-

meter safety zone is inadequate to ‘operate defensive tactics’. For instance, a 

suicide bomber aboard an explosive-laden vessel could reach and impact a 

target within 30 to 40 seconds, rendering it extremely difficult for even the most 

well-prepared security teams to detect, communicate, and respond in time. 

Consequently, there is an urgent need to reassess and extend the safety zone to 

better counter contemporary threats. 

In order to avoid any navigational mishappenings, the Indian Ministry 

of Ports, Shipping and Waterways released a Merchant Shipping Note and 

established the safety fairways in 2008 for all Indian (mandatory to follow) and 

foreign (recommended) vessels passing through Western ODA within India’s 

EEZ. Along with this, it also established recommended routes along Gujarat 

coast to regulate coastal traffic and to keep the passing vessels away from 

ODAs16. In 2009, when the Intelligence Bureau alerted the intelligence agencies 

that terrorist organisations based in Pakistan were planning to execute attacks 

on Indian offshore oil and gas installations, the Government of India took into 

consideration the plan to extend the safety zone breadth from 500 meters to 5 

nautical miles which could help the responsible security agencies to improve 

the security measures and prevent any sabotage or terrorist attacks. 

Unfortunately, the plan did not materialise (Anupama Airy 2009). 

 
 

5.3   International Maritime Organization 
IMO takes an active part in the counter-terrorism and capacity building 

coordination activities under the aegis of UNSC counter-terrorism Committee 

and UNGA Counter Terrorism Implementation Task Force17. Resolution 

 
16 National Hydrographic Office, ‘Indian Notices to Mariners’. 
17 ‘The Protection of Critical Infrastructures against Terrorist Attacks: 

Compendium of Good Practices’.  
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A.671(16), adopted by the International Maritime Organisation in 1989 

recommends a number of preventive measures, if the safety zone regulation is 

violated. However, this resolution isn’t binding. It is up to the states to follow 

or not follow the measures, hence the coastal states are not entitled to take any 

enforcement actions against the states or their vessels.  

No approval to extend the safety zone has been given by IMO so far. 

Although some coastal states have extended the safety zone limit by virtue of 

their domestic legislation, especially if the offshore installations consist of 

floating production storage and offloading units (FPSOs) and/or floating 

storage and offloading units (FSOs) (Kashubsky & Morrison 2013).. Nigeria for 

instance has a safety zone of 3 miles around its Pennington Offshore Terminal.  

The foreign vessels are not allowed to enter the zone, however they are not 

legally bound to follow the extension rule.  

 
 

● Regional Cooperation and Coordination 
The IMO conducts a number of national and regional Programs by means of its 

several activities promoting technical cooperation and capacity building. Its 

Global Maritime Security Programme seeks to assist the states in identification 

and compliance of its legal frameworks. It attempts to bring the states together 

and establish an international framework to enhance cooperation between them 

in identifying threats to offshore infrastructure. IMO recommends the adoption 

of a ‘risk based preventive strategy’ against terrorist attacks on ports and 

maritime structures.  

 
 

● Training, Capacity Building and Information Sharing 
IMO ensures the protection of Critical Infrastructure against terrorism as part 

of its initiatives to secure the civil maritime industry. It has ‘developed a range 

of guidance, self-assessment tools and training materials for the protection of 

ports, ships and offshore installations. As threats have evolved, IMO’s focus on 

reactive efforts to counter terrorism has been replaced by an emphasis on 

proactive measures’18. Traditionally the protection of maritime infrastructure 

has been the responsibility of particular agencies instead of any multilateral 

 
18 United Nations, ‘Security Council Calls on Member States to Address Threats 

against Critical Infrastructure, Unanimously Adopting Resolution 2341 

(2017)’.  
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institution. IMO seeks to improve maritime security by conducting activities 

promoting capacity building in the developing nations and building an 

information-sharing network19. 

 

 

6   Recommendations for India 

● Need of Efficient Risk Management Framework 
The majority of energy infrastructure in India is owned by private companies 

including Reliance and Essar. In the last 3-4 decades, they have sufficiently 

invested in security strengthening and risk management to follow safety 

protocols and maintain consumer confidence. However, the threats have 

evolved with time and it has now become crucial for the private sector to join 

hands with the security agencies and reassess and upgrade the existing 

framework. 

 

 

● Enhancing Cross-border Cooperation Initiatives 
India should collaborate with its neighbours to implement cross-border 

initiatives in the field of offshore critical energy infrastructure protection by 

sharing necessary security-related information and adopting a collaborative 

approach to prevent maritime terrorism. It may include sharing the information 

related to vessels of fishermen and local traders or patrolling the maritime 

borders. 

 

 

● Enhancing International and Regional Cooperation 
The importance of understanding that terrorism and the malicious intentions of 

illicit non-state actors are not confined to the boundaries of the countries cannot 

be overstated. It is very crucial to come together and join hands against this evil 

and save humanity. The member states of some international organisations like 

European Union have designed frameworks and policies to coordinate the 

security of critical energy infrastructure against non-state actors. India should 

call upon international organisations such as IORA, IPOI, BIMSTEC and 

BRICS to come together to strengthen security measures with regard to critical 

energy infrastructure.   

 
19 ‘Compendium of Good Practices’.  
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● Strengthening/ Suggesting Regulations and Policies   
In 2009, the request for extension of the safety zone was considered by IMO, 

but it was not approved20. Considering contemporary threats and scenarios with 

international terrorism, the safety zone boundary should be extended to at least 

2 nautical miles. Since India is situated in a high-risk area of the world its safety 

zone must be extended from 500 meters to anything between 2-5 nautical miles 

in order to ensure their safety. This is very possible since the IMO states that 

extensions can be done ‘… on a case-by-case basis .. upon request of the coastal 

State’.  

 

 

Conclusion 
Unlike land boundaries, maritime borders cannot be effectively secured with 

artificial barriers and walls. Despite constant vigil and dedicated efforts, vast 

oceans and inadequate resources make it difficult for the three-tiered cordon to 

conduct patrolling and surveillance. The offshore and onshore energy 

infrastructure is highly critical to the economy and ecology of the country, 

therefore proactive consideration must be given to its protection by the 

policymakers and new policies must be developed with the urgency it deserves, 

so that any future attacks can be prevented (Blackmon 2020). Instances like 

2019 Houthi attacks on Saudi Arabian oil facilities underscore the evolving 

threat landscape and the potential impact on critical infrastructure. The non-

state actors’ technological advancements and gradual shift of focus from land 

to sea is alarming and the tendency of neglecting potential maritime threats will 

gravely impact national security. Hence it is imperative to focus seawards, adopt 

a comprehensive approach and face the adversaries propagating in the sea with 

better organised counter-terrorism strategies. 

 

 
 

References 
Al Jazeera 2021. Fire at Saudi Arabia Oil Facility after Drone Attack. (Accessed 

on 18 February 2021.) https://www.aljazeera.com/news/2021/3/19/fire-at-

saudi-arabia-oil-facility-after-drone-attack  

Anupama Airy, 16 November 2009. Govt to Secure Offshore Oil and Gas 

Installations. Hindustan Times. (Accessed on 07 March 2021.) 

 
20 International Maritime Organization (2009). 

https://www.aljazeera.com/news/2021/3/19/fire-at-saudi-arabia-oil-facility-after-drone-attack
https://www.aljazeera.com/news/2021/3/19/fire-at-saudi-arabia-oil-facility-after-drone-attack


India’s Energy Security Vulnerabilities  
 

 

361 

https://www.hindustantimes.com/business/govt-to-secure-offshore-oil-

and-gas-installations/story-gDLSFgT3qJTft96oMU6spK.html  

Blackmon, D. 2020. Piracy Attacks on Oil Facilities and Vessels: An Issue the 

U.S. Could Soon Face. Forbes. (Accessed on 21 February 2021.) 

https://www.forbes.com/sites/davidblackmon/2020/11/15/piracy-attacks-

on-oil-facilities-and-vessels-an-issue-the-us-could-soon-

face/?sh=623053f87734  

Captain Himadri Das, 01 December 2020. Coastal Security in India: Twelve 

Years After ‘26/11’. National Maritime Foundation. (Accessed on 17 

February 2021.)  

https://maritimeindia.org/coastal-security-in-india-twelve-years-after-26-

11/ 

Captain Himadri Das, 23 March 2021. An Integrated Approach to Coastal and 

Offshore Defence: Leveraging the Coastal Security Construct. National 

Maritime Foundation. (Accessed on 24 March 2021.)  

https://maritimeindia.org/an-integrated-approach-to-coastal-and-offshore-

defence-leveraging-the-coastal-security-construct/ 

Clemente, D., February 2013. Cyber Security and Global Interdependence: 

What Is Critical?. Chatham House. (Accessed on 15 February 2021.) 

https://www.chathamhouse.org/sites/default/files/public/Research/Interna

tional%20Security/0213pr_cyber.pdf  

Compendium of Good Practices 2023. United Nations Security Council 

Counter-Terrorism Committee. 

https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/f

iles/eu_un_compendium_good_practice_web.pdf  

Curran, 23 May 2019. Soft Targets & Black Markets: Terrorist Activities in the 

Maritime Domain. Stable Seas. (Accessed on 15 February 2021.) 

https://www.stableseas.org/publications/maritime-terrorism/soft-targets-

black-markets-maritime-terrorism 

Defence Web, ‘Indian Navy Rescues Another Pirated Ship’. (Accessed on 14 

September 2024.) https://www.defenceweb.co.za/african-news/indian-

navy-rescues-another-pirated-ship   

European Commission. Migration and Home Affairs.  

https://ec.europa.eu/home-affairs/what-we-do/policies/counter-

terrorism/protection_en (Accessed on 15 February 2021.) 

Exercise Prasthan Conducted in Western Offshore Development Area Under 

Aegis of the Western Naval Command, Mumbai, December 2023. Indian 

Navy (Accessed on 12 February 2021.) 

https://www.hindustantimes.com/business/govt-to-secure-offshore-oil-and-gas-installations/story-gDLSFgT3qJTft96oMU6spK.html
https://www.hindustantimes.com/business/govt-to-secure-offshore-oil-and-gas-installations/story-gDLSFgT3qJTft96oMU6spK.html
https://www.forbes.com/sites/davidblackmon/2020/11/15/piracy-attacks-on-oil-facilities-and-vessels-an-issue-the-us-could-soon-face/?sh=623053f87734
https://www.forbes.com/sites/davidblackmon/2020/11/15/piracy-attacks-on-oil-facilities-and-vessels-an-issue-the-us-could-soon-face/?sh=623053f87734
https://www.forbes.com/sites/davidblackmon/2020/11/15/piracy-attacks-on-oil-facilities-and-vessels-an-issue-the-us-could-soon-face/?sh=623053f87734
https://maritimeindia.org/coastal-security-in-india-twelve-years-after-26-11/
https://maritimeindia.org/coastal-security-in-india-twelve-years-after-26-11/
https://maritimeindia.org/an-integrated-approach-to-coastal-and-offshore-defence-leveraging-the-coastal-security-construct/
https://maritimeindia.org/an-integrated-approach-to-coastal-and-offshore-defence-leveraging-the-coastal-security-construct/
https://www.chathamhouse.org/sites/default/files/public/Research/International%20Security/0213pr_cyber.pdf
https://www.chathamhouse.org/sites/default/files/public/Research/International%20Security/0213pr_cyber.pdf
https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/eu_un_compendium_good_practice_web.pdf
https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/eu_un_compendium_good_practice_web.pdf
https://www.stableseas.org/publications/maritime-terrorism/soft-targets-black-markets-maritime-terrorism
https://www.stableseas.org/publications/maritime-terrorism/soft-targets-black-markets-maritime-terrorism
https://www.defenceweb.co.za/african-news/indian-navy-rescues-another-pirated-ship
https://www.defenceweb.co.za/african-news/indian-navy-rescues-another-pirated-ship
https://ec.europa.eu/home-affairs/what-we-do/policies/counter-terrorism/protection_en
https://ec.europa.eu/home-affairs/what-we-do/policies/counter-terrorism/protection_en


Gargi Sharma   
 

 

362 

https://www.indiannavy.nic.in/content/exercise-prasthan-conducted-

western-offshore-development-area-under-aegis-western-naval  

Hiral, D., 17 September 2009. 1,600-km Porous State Coastline Still Vulne-

rable. The Indian Express. (Accessed on 15 March 2021.) 

https://indianexpress.com/article/cities/ahmedabad/1-600km-porous-

state-coastline-still-vulnerable/  

Indian Minerals Yearbook 2019. (Part-III: Mineral Reviews), Indian Bureau of 

Mines, Ministry of Mines, Government of India. (Accessed on 15 February 

2021.) 

https://ibm.gov.in/writereaddata/files/11092020132633PNG_2019.pdf  

Indian Navy. Flag Officer Defence Advisory Group: Historical Background. 

(Accessed on 28 February 2021.) 

https://www.indiannavy.nic.in/content/fodag-0  

Indian Navy Coordinates Largest Ever Coastal Defence Exercise Ten Years 

After 26/11, 22 January 2019. Press Information Bureau, Government of 

India, Ministry of Defence (Accessed on 28 February 2021.)  

https://pib.gov.in/Pressreleaseshare.aspx?PRID=1560995  

Indian Navy, Department of Defence, Ministry of Defence.  

(Accessed on 12 February 2021.)  

https://www.mod.gov.in/dod/faq  

International Maritime Organization, Sub-Committee on Safety of Navigation 

(NAV). 55th Session 2009.  (Accessed on 15 February 2021.)  

https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/NAV-

55th-session.aspx 

Kamat, P.V., 11 July 2019. India’s Coastal Security: Perspectives, Challenges 

and Prospects. FINS Journal of Diplomacy & Strategy.  (Accessed  on  03  

March 2021.) https://finsindia.org/journal/indias-coastal-security-

perspectives-challenges-and-prospects/ 

Kashubsky, M. 2011. Offshore Petroleum Security: Analysis of Offshore 

Security Threats, Target Attractiveness, and the International Legal Frame-

work for the Protection and Security of Offshore Petroleum Installations, 

PhD dissertation, University of Wollongong. 

Kashubsky, M. & A. Morrison 2013. Security of Offshore Oil and Gas 

Facilities: Exclusion Zones and  Ships’  Routeing.  Australian  Journal  of  

Maritime and Ocean Affairs 5,1: 2 – 7.  

https://static.s123-

cdn.com/uploads/3635447/normal_5ee1a6d0370e4.pdf; 

https://doi.org/10.1080/18366503.2013.10815725 

https://www.indiannavy.nic.in/content/exercise-prasthan-conducted-western-offshore-development-area-under-aegis-western-naval
https://www.indiannavy.nic.in/content/exercise-prasthan-conducted-western-offshore-development-area-under-aegis-western-naval
https://indianexpress.com/article/cities/ahmedabad/1-600km-porous-state-coastline-still-vulnerable/
https://indianexpress.com/article/cities/ahmedabad/1-600km-porous-state-coastline-still-vulnerable/
https://ibm.gov.in/writereaddata/files/11092020132633PNG_2019.pdf
https://www.indiannavy.nic.in/content/fodag-0
https://pib.gov.in/Pressreleaseshare.aspx?PRID=1560995
https://www.mod.gov.in/dod/faq
https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/NAV-55th-session.aspx
https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/NAV-55th-session.aspx
https://finsindia.org/journal/indias-coastal-security-perspectives-challenges-and-prospects/
https://finsindia.org/journal/indias-coastal-security-perspectives-challenges-and-prospects/
https://static.s123-cdn.com/uploads/3635447/normal_5ee1a6d0370e4.pdf
https://static.s123-cdn.com/uploads/3635447/normal_5ee1a6d0370e4.pdf
https://doi.org/10.1080/18366503.2013.10815725


India’s Energy Security Vulnerabilities  
 

 

363 

Maritime Surveillance. Indian Coast Guard. (Accessed on 24 March 2021.) 

https://www.indiancoastguard.gov.in/content/1718_3_MaritimeSurveilla

nce.aspx 

Ministry of Defence (Navy) 2015. Ensuring Secure Seas: Indian Maritime 

Security Strategy. (Accessed on 15 February 2021.) 

https://indiannavy.nic.in/sites/default/files/Indian_Maritime_Security_Str

ategy_Document_25Jan16.pdf 

Ministry of Defence. After 26/11, What Steps Have Been Taken to Strengthen 

the Intelligence System and Surveillance? (Accessed on 12 September 

2024.) https://mod.gov.in/faqs/q-6-after-2611-what-steps-have-been-

taken-strengthen-intelligence-system-and-surveillance 

Ministry of New and Renewable Energy, Government of India 2022. Annual 

Report 2022. (Accessed on 12 September 2024.)  

https://mnre.gov.in/annual-report-2022  

Ministry of Petroleum and Natural Gas, 2020. Monthly Production Report. 

(Accessed on 22 March 2021.) 

http://petroleum.nic.in/sites/default/files/MPRjanuray20.pdf  

National Critical Information Infrastructure Protection Centre (NCIIPC) 2015. 

Guidelines for Identification of Critical Information Infrastructure.  

(Accessed on 15 February 2021.) 

https://nciipc.gov.in/documents/Guidelines_for_Identification_of_CII.pdf  

National Hydrographic Office, Indian Notices to Mariners. (Accessed on 25 

February 2021.) 

http://intmsearch.gov.in/bimonthly/2013/14%20of%202013.pdf  

Press Information Bureau, Government of India, Ministry of Defence, 

‘Initiatives to Strengthen Coastal Security’. 25 November 2014. (Accessed 

on 12 September 2024.) 

https://pib.gov.in/newsite/PrintRelease.aspx?relid=111871 

The Protection of Critical Infrastructures against Terrorist Attacks: 

Compendium of Good Practices. United Nations Security Council 

Counter-Terrorism Committee 2018. (Accessed on 10 March 2021.) 

https://www.un.org/sc/ctc/wp-

content/uploads/2019/01/Compendium_of_Good_Practices_Compressed.

pdf  

United Nations, Development Programme. Sustainable Energy for All. 

(Accessed on 12 September 2024.) https://www.undp.org/sustainable-

energy-all  

https://www.indiancoastguard.gov.in/content/1718_3_MaritimeSurveillance.aspx
https://www.indiancoastguard.gov.in/content/1718_3_MaritimeSurveillance.aspx
https://indiannavy.nic.in/sites/default/files/Indian_Maritime_Security_Strategy_Document_25Jan16.pdf
https://indiannavy.nic.in/sites/default/files/Indian_Maritime_Security_Strategy_Document_25Jan16.pdf
https://mod.gov.in/faqs/q-6-after-2611-what-steps-have-been-taken-strengthen-intelligence-system-and-surveillance
https://mod.gov.in/faqs/q-6-after-2611-what-steps-have-been-taken-strengthen-intelligence-system-and-surveillance
https://mnre.gov.in/annual-report-2022
http://petroleum.nic.in/sites/default/files/MPRjanuray20.pdf
https://nciipc.gov.in/documents/Guidelines_for_Identification_of_CII.pdf
http://intmsearch.gov.in/bimonthly/2013/14%20of%202013.pdf
https://pib.gov.in/newsite/PrintRelease.aspx?relid=111871
https://www.un.org/sc/ctc/wp-content/uploads/2019/01/Compendium_of_Good_Practices_Compressed.pdf
https://www.un.org/sc/ctc/wp-content/uploads/2019/01/Compendium_of_Good_Practices_Compressed.pdf
https://www.un.org/sc/ctc/wp-content/uploads/2019/01/Compendium_of_Good_Practices_Compressed.pdf
https://www.undp.org/sustainable-energy-all
https://www.undp.org/sustainable-energy-all


Gargi Sharma   
 

 

364 

United Nations, Security Council Calls on Member States to Address Threats 

against Critical Infrastructure, Unanimously Adopting Resolution 2341 

(2017) 2017. Meetings Coverage and Press Releases. (Accessed on 15 

February 2021.) https://www.un.org/press/en/2017/sc12714.doc.htm  

Unnithan, S. 2001. Ports, Oil Refineries on Gujarat Coast Force New Worries 

on Overstretched Navy. India Today. (Accessed on 25 February 2021.) 

https://www.indiatoday.in/magazine/defence/story/20010108-ports-oil-

refineries-on-gujarat-coast-force-new-worries-on-overstretched-navy-

776028-2001-01-08 

United Nations Convention on the Law of the Sea (UNCLOS), [2082] Updated, 

October 2024. United Nations. (Accessed on 15 February 2021.) 

https://www.un.org/depts/los/convention_agreements/texts/unclos/unclos

_e.pdf  

Vice Admiral Pradeep Chauhan, Physical Protection of India’s Critical 

Maritime Infrastructure: Part 2: Maritime Energy Sector. National 

Maritime Foundation. (Accessed on 28 February 2021.) 

https://maritimeindia.org/physical-protection-of-indias-critical-maritime-

infrastructure-part-2-maritime-energy-sector/  

Vice Admiral Abhay Raghunath Karve, 29 November 2018. Maritime Security: 

a decade after 26/11. Gateway House. (Accessed on 15 February 2021.) 

https://www.gatewayhouse.in/maritime-security-after-2611/  

Vice Admiral M.P. Muralidharan, 16 January 2021. Indo-Pacific: An Emerging 

Outlook for the 21st Century. Indian Defence Review. (Accessed on 15 

February 2021.) http://www.indiandefencereview.com/news/indo-pacific-

an-emerging-outlook-for-the-21st-century/ 

Williams, S.O., 21 May 2014. Offshore Installations: Practical Security and 

Legal Considerations. Center for International Maritime Security 

(Accessed on 15 February 2021.) https://cimsec.org/offshore-installations-

practical-security-legal-considerations/  

 

Ms. Gargi Sharma 

PhD Student  

Delhi  

India 

 

https://www.un.org/press/en/2017/sc12714.doc.htm
https://www.indiatoday.in/magazine/defence/story/20010108-ports-oil-refineries-on-gujarat-coast-force-new-worries-on-overstretched-navy-776028-2001-01-08
https://www.indiatoday.in/magazine/defence/story/20010108-ports-oil-refineries-on-gujarat-coast-force-new-worries-on-overstretched-navy-776028-2001-01-08
https://www.indiatoday.in/magazine/defence/story/20010108-ports-oil-refineries-on-gujarat-coast-force-new-worries-on-overstretched-navy-776028-2001-01-08
https://www.un.org/depts/los/convention_agreements/texts/unclos/unclos_e.pdf
https://www.un.org/depts/los/convention_agreements/texts/unclos/unclos_e.pdf
https://maritimeindia.org/physical-protection-of-indias-critical-maritime-infrastructure-part-2-maritime-energy-sector/
https://maritimeindia.org/physical-protection-of-indias-critical-maritime-infrastructure-part-2-maritime-energy-sector/
https://www.gatewayhouse.in/maritime-security-after-2611/
http://www.indiandefencereview.com/news/indo-pacific-an-emerging-outlook-for-the-21st-century/
http://www.indiandefencereview.com/news/indo-pacific-an-emerging-outlook-for-the-21st-century/
https://cimsec.org/offshore-installations-practical-security-legal-considerations/
https://cimsec.org/offshore-installations-practical-security-legal-considerations/

