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Abstract

Purpose: This paper aims to assess cybersecurity issues within BRICS
countries and identify policies and measures used to tackle identified
cyberattacks.

Background: Cybercrime is a global issue, that affects all facets of the society.
Criminals conduct cyberattacks for diverse reasons such as stealing
information, monetary gain, identity theft and to attack critical infrastructure.
The association of Brazil, Russia, India, China and South Africa called BRICS,
is considered a group of emerging developing countries with progressive
financial growth. The financial development of these countries has made them
better targets for cybercriminals. Hence, each country within BRICS responds
to cyberattacks using set policies and standards according to existing and new
cyber threats within their borders.

Method: The researcher conducted a systematic review of existing literature on
the topic, gathering information from peer-reviewed journals, government
documents, reports, policy documents, and other relevant documents on
cybersecurity responses of BRICS countries. The selected documents were then
analysed.

Contribution: Cyberattack responses are crucial to safeguarding citizens,
businesses, organisations, and assets of a nation. The continuous advancement
in technology creates more ways to attack, causing issues such as data breaches,
financial theft, and political goals. Hence, it is important to assess how these
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issues are currently tackled to implement better measure thereby reducing the
success rate of cyberattacks. BRICS nations can benefit from using the result of
this research to improve existing cybersecurity policies and solutions.

Findings: The study findings indicated that some cybersecurity policies and
regulations are dated and may not be effective when implemented against
sophisticated cyberattacks. Skill gaps also exist in the cybersecurity field which
leaves a few professionals available to respond to cyberattacks. In addition,
there is little cybersecurity collaboration between governments and private
organisations.

Recommendations: To reduce the success rate of cyberattacks, the government
of each BRICS country can work alongside private firms to establish better
policies and procedures internally. The study also recommends collaboration
within the BRICS association by sharing and adopting best cybersecurity
practices by each nation. Furthermore, priority should be given to training and
recruiting more cybersecurity professionals from these nations.

Impact on Society: Cyberattacks are a global problem. Thus, it is essential to
establish effective solutions to reduce the problem in society. Resolving
cybersecurity issues enables better information security, privacy, and physical
and digital asset protection.

Future Research: Future research can focus on nationwide studies from each
BRICS nation to provide an in-depth insight into the effectiveness of existing
cybersecurity policies and current implementation measures. The outcome can
help to replace ineffective cybersecurity solutions with effective ones.

Keywords: BRICS, Cybersecurity, Cyberattacks, Regulations and Policies

Introduction

In today’s digital age, the Internet plays an important role in our daily lives in
areas such as work, education, communication, leisure, and health. However,
our dependence on the Internet also creates opportunities for cyberattacks
(Saleous, Ismail, AlDaajeh, Madathil, Alrabaee, Choo & Al-Qirim 2023).
BRICS countries, comprising Brazil, Russia, India, China, and South Africa,
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have emerged as significant countries in digital and economic transformation
among developing nations (UNDP 2022). The countries are home to more than
40% of the world’s population. In addition, these nations have become
innovation and technology hubs with great economic feats, making them
attractive targets for cybercriminals (Belli, Gaspar & Jaswant 2024; World
Economic Forum 2021). The combined GDP of BRICS countries is approxi-
mately 29% of the world’s GDP (Chen, Dao & Nhieu 2024). Despite this feat,
BRICS nations do not have consistent economic growth annually but rather
have a level of economic consistency, with a projected growth of 4% (IMF
2023). In 2023, the BRICS group were regarded as high cyber risk area of the
world, with the cyber risk rate as follows: China 49.5%, South Africa 48.6%,
while India, Brazil and Russia had 47.9%, 44% and 43.9% respectively
(Checkpoint 2023).

The cybercrime index of 2024 indicated that all BRICS countries are
ranked in the top fifteen countries that are hot spots for cybercrimes. The current
ranking is as follows: Russia, China, Brazil, India and South Africa in numbers
one, three, nine, ten and fourteen respectively (Bruce, Lusthaus, Kashyap, Phair
& Varese 2024). In addition, Cybercrime as a Service (C.a.a.S.) is increasing
due to more demand for online services that enable cybercrimes, and this is a
threat to people worldwide (Microsoft 2023). Cybersecurity threats can occur
in many forms, including hacktivism, phishing, malware, and DDoS attacks.
Cyberattacks are costly to economies (World Economic Forum 2021).

Several high-profile cybercrimes have affected these countries in recent
years. The attack on the Indian power grid through network intrusion is an
example (Dutta 2021). The theft of over $3 billion from Brazilian banks in 2018
is another instance (RSA 2014). Additionally, China experienced the remote
control of over one million IP addresses, the hijack of forty-two thousand
websites by hackers in 2009 (Kshetri 2013), and the theft of South African bank
details in 2019 during a mega-chart attack (Accenture 2020). These further
showcase the vulnerability of the BRICS nations to cyberattacks.

These incidents of cybercrime have caused significant damage to the
reputation of these countries and hurt their investment climate (World
Economic Forum 2020a). To handle these issues, the BRICS nations have
committed to the creation of a unified and practical solution to cyberattacks
through the XIV BRICS Summit Beijing Declaration during its June 2022
summit (Xinhua 2022). Each country has laws and regulations to ensure
information and data protection (Belli 2021a).
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Global Cybersecurity Incidents and Responses

A cyber threat is any attempt to damage, disrupt, or gain unauthorised access to
data and resources on a computer system or network. Threats online can occur
in many forms, including malware (Saleous et al. 2023), phishing attacks,
ransomware, data loss, and identity theft (Alkhalil, Hewage, Nawaf & Khan
2021). According to Gartner, the global expenditure on risk management and
information security was estimated to be $185 billion in 2023 (Gartner 2024).
Global cyberattacks increased by 28% in 2024 (Checkpoint 2024). Indicating
that no country is immune to cybercrime, as demonstrated by the United States,
which has experienced some of the worst cyberattacks in history. The United
States was ranked number one worldwide for global DDoS attack destinations
with a 55% risk rate (Microsoft 2023).

Another major form of cyberattack is hacktivism which is used today.
The attacker uses hacking for political or social reasons, targeting organisations
or entities with which the attackers disagree. It is sometimes seen as an act of
terrorism (Romagna 2020). An example of this is the 2012 attack by
Anonymous on the website of the United States Department of Justice in
response to the shutdown of the file-sharing website Megaupload (Bellaby
2021). These cyberattacks have created major concerns, as hacktivism is
increasing, especially between countries such as Russia and Ukraine engaged
in political conflicts (Checkpoint 2024). This puts businesses, governments, and
individuals at risk. This has led to collaboration between the United States
government and private organisations in the country to address the problem.
Organisations are also encouraged to disclose newly discovered malware to the
government (Neuberger, Zegart & Segal 2021a).

In terms of national implementation, countries are taking various
approaches to address cybersecurity. For instance, the United States
municipalities have cybersecurity practices included in the process management
of data and likewise conduct training on data security. The United Kingdom
government has cross-sector Critical National Infrastructure (C.N.l.) services
that manage cybersecurity issues (Shukla, Johnson & Jones 2019; Hatcher,
Meares & Heslen 2020). European countries also have a baseline risk
management and reporting method in place to strengthen cybersecurity in the
region. Australia on the other hand, passed a new law to protect its citizens from
online fraud by introducing a penalty of $50 million for criminals that conduct
online fraud. Singapore created an inter-agency task force to tackle ransomware
and cybercrimes (Checkpoint 2023). Countries like China and Russia have
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integrated cybersecurity into their national security strategies because both
countries are cyber-ambitious (Kshetri 2016; Jiang 2021).

Several global initiatives and organisations have been established to
address the issue of cybersecurity, such as the establishment of the International
Telecommunication Union (I.T.U.). ITU is a specialised agency of the United
Nations that deals with information and communication technologies. The ITU
has developed recommendations and guidelines for cybersecurity, such as the
ITU-T X.805 series of recommendations on security in telecommunications
networks (Mix 2022). Additionally, the Global Cybersecurity Index (G.C.1.) is
a tool developed by the ITU to measure the commitment of countries to handle
cybersecurity. The GCI provides a benchmark for countries to assess their level
of cybersecurity development and compare it to other countries. The index is
based on five pillars: legal, technical, organisational, capacity building, and
cooperation (ITU 2020). The GCI is widely used by countries and organisations
to assess cybersecurity readiness and identify areas for improvement.
According to a survey conducted by the World Economic Forum (W.E.F.), 42%
of cyber leaders identified infrastructure breakdown due to cyberattacks as a
major concern, followed by identity theft at 24%, and 20% were concerned
about ransomware attacks (World Economic Forum 2021). The private sector
also plays a significant role in implementing cybersecurity measures globally,
with companies such as Microsoft and Cisco Systems developing products and
services to help organisations protect their networks and systems from
cyberattacks (Microsoft 2023; Rawindaran, Jayal, Prakash & Hewage 2021).
Several international standards are likewise widely used for cybersecurity, such
as ISO/IEC 27001, the National Institute of Standards and Technology
(N.I1.S.T.), Cybersecurity Framework (C.S.F.) and the Control Objectives for
Information and Related Technologies (C.0.B.L.T.) (Mix 2022). The
Organisation for Economic Cooperation and Development (O.E.C.D.) also
developed guidelines for the security of information systems and networks
(Eldem 2021).

The cybersecurity problems and solutions of each country differs to
some extent, which indicates the necessity to understand cyberattacks and the
associated responses considering the following: the existing cybersecurity
policies and measures of BRICS countries and the impact of these measures.
Understanding these will provide appropriate recommendations to noted
challenges. Furthermore, to achieve these objectives, available literature,
research findings, security reports, records on cyberattacks and measures in
BRIC countries were diligently studied.
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Research Methodology

To answer the research question of this exploratory study, information was
primarily deduced from the information security field. A systematic review was
conducted on peer-reviewed journal articles, government reports, policy
documents and other relevant documents that discuss cybersecurity responses
of BRICS countries. Using the systematic review is due to a lack of access to
classified government statistical reports and information which are not privy to
public access. The review of existing literature however enables the
examination of relevant information on the research topic while noting the
major questions surrounding the topic. In addition, the review identifies
documented research gaps that can be further explored. Research experts on the
topic are also discovered in the process of the review, therefore guiding the
researcher’s focus during the study. The challenge experienced during
systematic review is the time it takes to search for specific information on the
research topic. This can lead to the use of advanced filter searches to
accommodate extensive keyword searches from dedicated journal platforms
and research databases. The researcher used platforms such as informational
portals,

IEEE, ACM, EBSCO, Science Direct, Government portals and
websites, and Google Scholar to gather relevant publications on the
cybersecurity responses of BRICS countries. The selected documents were
published within the last twenty years because some cybersecurity policies were
established during the early era of the Internet. Similarly, certain past
cyberattacks were influential in the development of cybersecurity measures
noted today. Of the utilised papers, 66 out of 78 could be used for the study’s
analysis.

Process and Eligibility Criteria

The review of the literature of this paper is based on the findings of existing
research published in journals, online databases containing empirical works,
and reports that analysed cybersecurity responses of the countries within the
BRICS association. The outline of this systemic review is focused on Preferred
Reporting Items for Systematic Reviews and Meta-Analyses statements (Page
et al. 2021).
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Inclusion and Exclusion Criteria

The search keywords were restricted to the ‘Information security’ discipline.
The data extraction used the following keywords such as ‘Cybersecurity in
BRICS’, ‘China’, ‘Russia’, ‘India’, ‘Brazil’ and ‘South Africa’ as indicated in
Table 1 below. For the gathered data to be eligible for use, the previously
mentioned keywords were used as a screening criterion. Documents that had
those keywords missing and literature not written in English were excluded
from the research as depicted in Figure 1.

Table 1: Search terms used in the systematic review

Cybersecurity in BRICS Cybersecurity policies in BRICS countries.
Cybersecurity  measures in BRICS
countries.

Brazil Cybersecurity in Brazil.

Cyberattacks in Brazil.
Cybersecurity policies in Brazil.
Russia Cybersecurity in Russia.
Cyberattacks in Russia.
Cybersecurity policies in Russia.
India Cybersecurity in India.
Cyberattacks in India.
Cybersecurity policies in India.
China Cybersecurity in China.
Cyberattacks in China.
Cybersecurity policies in China.
Africa Cybersecurity in South Africa.
Cyberattacks in South Africa.
Cybersecurity policies in South Africa.

To derive useful information from documents, a document analysis was
conducted. This form of analysis is a qualitative method used to review existing
documents in the study area. The qualitative analysis requires coding the
answers under the theme of the research topic (Bowen 2009). Thematic analysis
interprets the insight into a meaningful output while providing empirical
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information (Maguire & Delahunt 2017). For information analysis, inductive
and deductive reasoning were utilised by assessing and producing useful output
from the reviewed documents (Tie, Birks & Francis 2019).

= The selection of articles
[ from iI =
§ identified research L s
databases.
The exclusion of articles
that do' not have the I Total=9
essential keywords.
.
2
=
>
k=]
2
n
The exclusion of articles
based on minimum !I Total=3
English language text _
availability.
= Studies of ) Studies of Studies of
-‘% 2 cyberattacks.ln cybersecurity cybersecurity
S 3 BRICS countries. policies in BRICS measures in BRICS
=
2 “Z countries. countries.
o "
16 studies 27 studies 23 studies
The inclusion and use of
articles that meet the = L= 66 |
keywords requirements. ’I otal=

Figure 1: Phases in the literature selection process
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For insightful deduction, the researcher analysed articles cited
numerous times that met the selection criteria and data was collected for
analysis. Past studies, indicates that articles cited numerous times are insightful
and can provide good theoretical information and research methodology while
exposing research gaps yet to be explored (Dalglish, Khalid & McMahon 2020).

Figure 2 as shown below indicates the percentage of useful articles and
other relevant documents used in this study according to the range of years
considered 2000 till date. The selected range of publications is because some
legal documents and other relevant articles exist within that timeframe. The
percentage of useful articles is not significantly high due to the publications that
focus on the research topic, showing, 66 out of 78. This outlines a low
publication on this topic between the year 2022 to 2024 indicating fewer current
statistics and articles.
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Figure 2: Distribution of the research papers by year

Data Extraction and Synthesis
The researcher independently extracted data from the chosen research
documents using the following criteria:

Does the paper identify existing cybersecurity issues among BRICS countries?
Does the paper identify existing cybersecurity policies among BRICS
countries? Does the paper assess the cybersecurity measures used by each
BRICS nation?
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The extracted data was accessed by an independent assessor invited by
the researcher to review the selected documents for any discrepancies (Mallett,
Hagen-Zanker, Slater & Duvendack 2012). Any differences were resolved
through consensus to establish consistency in data collection and quality
assurance tailored to address the theme of the study: cybersecurity issues in
BRICS countries.

Findings and Results

The results from the reviewed papers are presented in this section. The paper
synthesis assessed different perspectives on the cybersecurity problems
experienced in BRICS countries in the past and recent times while examining
what security measures have been implemented by each nation. Table 2 presents
the reviewed papers mapped to the cybersecurity issues experienced by BRICS
countries.

Table 3 and Table 4 present the data on cybersecurity policies and
measures established and implemented by each BRICS nation. Afterwards, the
findings are discussed, and recommendations are provided to solve the existing
cybersecurity issues in the studied BRICS countries.

Table 2: Mapping of reviewed papers on past cyberattacks experienced in
BRICS countries

Study Malware Phishing DDoS
Alkhalil et al. (2021) X

Bellaby (2021) X

Botacin et al. (2021) X

Checkpoint (2024) X

Gartner (2018) X

Jie & Lin (2021) X

Kshetri (2013)

Kumar & Singh (2020) X

Meyers (2018) X
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Microsoft (2023) X
Pieterse (2021) X

SARS (2022) X

Singer & Friedman X

(2014)

Van Niekerk (2017) X
Vaz Ferreira (2022) X

Zieni, Massari & X

Calzarossa (2023)

Table 3: Mapping of reviewed papers on cybersecurity policies imple-
mented by each BRICS country

Study Brazil Russia India China South Africa
Al- Qahtani & Cresci (2022) X

Belli (2021a) X X X X X

Belli (2021b) X X X X
Dlamini & Mbambo (2019) X
Endeshaw (2004) X

Gritsenko, Wijermars & X

Kopotev (2021)

Hurel & Lobato (2018)
Hurel (2021)

Hurel (2022)

Johnson, Lincke, Imhof &
Lim (2014)

KPMG (2016) X
KPMG (2021) X

Kshetri (2016) X

Li (2015) X

>

X X X X
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Miao et al. (2021)
Netshakhuma (2022

)

Neuberger, Zegart & Segal X

(2021a)
Oppermann (2014)

Phahlamohlaka (2022)

PWC (2018)

Qiu (2000)

Radebe et al. (2022)
Sethi (2020)

Shvets (2020)

Veiga (2022)

Wei (2020)
Zdziarski (2018)

Table 4: Mapping of reviewed papers on cybersecurity measures
implemented by each BRICS country

Study

Al-Qahtani &
Cresci (2022)

Belli (2021b)

Cary (2021)

Chen (2021)

Chen & Sun (2021)
Chen, Wu & Liu
(2020)

Connell & Vogler
(2016)

BRICS Cyber- Brazil Russia India

security
Measures
X
X X X X
X
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Costa et al. (2022)
Dlamini &
Mbambo

(2019)

Gritsenko,
Wijermars &
Kopotev (2021)
Hurel (2021)
Hurel & Lobato
(2021)

ISACA (2023)
Neuberger, Zegart
& Segal (2021b)
Pursiainen (2020)
Radebe et al.
(2022)

Romaniuk &
Manjikian (2020)
Singh (2019)
Stadnik (2019)
Sutherland (2017)
Thakral et al.
(2016)
Urbanovics (2022)
Xulu (2022)
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X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

Cyberattacks that Prevalently Affect Each BRICS Country
Specify types of cyberattacks are more successful in certain countries and
BRICS countries are not exceptional to such attacks. According to the 2024
cybersecurity index, cybercriminals in Russia specialise in sophisticated
cybercrimes. China and Brazil will see more technically complex attacks such
as data and identity theft, while India and South Africa experience more high
and low-tech crimes. For example, scams are a common form of cyberattack in
India (Bruce, Lusthaus, Kashyap, Phair & Varese 2024). The cyberattacks
below are fairly common in BRICS countries.
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Malware

Malware, also known as malicious software, is a program created to harm or
disrupt the computer system of a victim. Some common types of malware
include but are not limited to, viruses, worms, trojans, and ransomware that can
be installed on a computer without the victim’s knowledge to steal information
or damage data (Aslan & Samet 2020). According to Checkpoint’s threat report
for the past year, multipurpose malware is the leading by 31% against other
forms of threats (Checkpoint 2024). In 2014, it was reported that China
experienced a high level of malware infection owing to the wide use of pirated
software on computers (Singer & Friedman 2014). In 2018, a ransomware
attack affected several major corporations in Russia, resulting in widespread
data loss and disruption (Gartner 2018). In 2016, a malware attack affected
several banks in India, such as HDFC, ICICI and SBI where 3.2 million ATM
cards were hacked to divert funds (Bellaby 2021). The Brazilian Supreme Court
of Justice experienced a ransomware attack in 2020 causing major disruptions
to its operations (Vaz Ferreira 2022). In 2019, Johannesburg, South Africa’s
electricity supply experienced two successive ransomware attacks, causing a
widespread power outage in the city (Pieterse 2021).

Phishing

Phishing is a type of cyberattack which uses psychological and social
engineering methods to defraud victims. The attacker uses fake emails or
websites to trick victims into revealing sensitive information such as passwords
or credit card numbers. Thus, phishing is a method of defrauding people (Zieni,
Massari & Calzarossa 2023). Attackers often use persuasive means to get
reliable information from victims (Akdemir & Yenal 2021). Once attackers
have this information, such criminals can use it to access accounts or commit
identity theft (Shulzhenko & Romashkin 2020). In Brazil, phishing attacks often
target the users of banking and government tax services. The country is an
economic power among Latin American countries. In the past, criminals have
created fake messages to deceive users into entering personal information on a
malicious link. For instance, there was a taxpayer’s scam in Brazil, where
attackers used an annual government measure that required taxpayers to fill
income forms through an online portal to redirect and collect legal information
from late tax filers (Botacin, Aghakhani, Ortolani, Kruegel, Vigna, Oliveira, De
Geus & Grégio 2021). In 2022, a phishing campaign was reported targeting
South African bank customers, where attackers sent fake emails claiming to be
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from the South African Revenue Service (S.A.R.S.), asking for personal
information (SARS 2022).

Similarly, India experienced a rise in phishing attacks when the
COVID-19 pandemic began, with the presence of fake websites, links and other
deceptive measures to defraud and steal information from people (Kumar &
Singh 2020). Russian banks and financial institutions were also attacked in 2018
when fake emails with malicious attachments that could steal sensitive
information were sent to customers (Meyers 2018). The Chinese company
Alibaba Group’s customers experienced phishing attacks in 2019 when
attackers sent fake emails asking customers to update their payment information
(Jie & Lin 2021).

Distributed Denial-of-Service (DDoS)

Distributed Denial-of-Service (D.D.0.S.) attacks are cyberattacks that aim to
make a website or network unavailable by overwhelming it with traffic from
multiple sources, often using botnets. Botnets are enduser computers or hosts
that are maliciously affected on a network and controlled by a cybercriminal to
conduct malicious actions (Alieyan, Almomani, Abdullah, Almutairi &
Alauthman 2020). The South African mobile operator MTN experienced a
DDoS attack in 2013, which led to service disruptions for customers (Van
Niekerk 2017). In 2016, a major DDoS attack affected many digital devices in
countries such as India, Brazil and China. The DDoS exploited the default login
details of these devices and well-known websites (Belli 2021a). Microsoft’s
digital defence report of 2023 indicated that over 1700 DDoS attacks occur per
day. The report ranked Russia, China and India in the top ten DDoS attack
destinations globally, with an estimated attack rate of 14%, 7% and 4%
respectively (Microsoft 2023).

Cybersecurity Regulations and Policies Established by Each
BRICS Country

BRICS nations have recognised the importance of cooperation in addressing
cybersecurity issues such as data security and online content regulations. The
2022 Beijing BRICS declaration emphasised the importance of BRICS nations
working together and addressing cybersecurity concerns such as cyber
espionage, malware attacks, and other malicious activities (Republic of China
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2022). To protect citizens and businesses, these nations have implemented a
range of cybersecurity policies and strategies discussed below.

Brazil

Brazil has taken significant steps to address cybersecurity incidents, such as the
passing of cybercrime bills in 2012 to ensure the creation of dedicated units to
combat cybercrime, handle data, and protect it. The establishment of the
Information Security Policy and Information Security Steering Committee
(C.G.S.1.), to handle information security issues (Johnson, Lincke, Imhof & Lim
2014; Oppermann 2014; Hurel & Lobato 2018). This is because cyberattacks in
Brazil have resulted in considerable financial losses (Devanny, Goldoni &
Medeiros 2022). Cybersecurity is included in the national security agenda of
Brazil, including:

* The Digital Bill of Rights of 2013.

* The establishment of the Cyber Defense Center (C.D.Ciber.) is a joint
effort between government and private organisations. This was done
despite the country’s digital inequality with Internet services.

* The Department of Computer Emergencies Response Team (D.E.C.R.T.)
was created to handle such infrastructural problems (Hurel & Lobato
2018).

The country also has other laws and regulations to address cybersecurity, such
as the Brazilian Civil Rights Framework for the Internet, the Brazilian General
Data Protection Law, and the Brazilian Cybercrime Law (Belli 2021a). In
addition, Brazil has a National Cybersecurity Plan launched in 2018 to reduce
the number of cybersecurity incidents and improve the response to such
incidents by establishing a framework for cooperation between the public and
private sectors (Hurel 2021).

Russia

Russia’s cybersecurity laws and regulations include the Federal Law on
information, information technologies and information protection. The
Information Law was passed in 2000, to protect personal data and regulate the
use of personal data. Russia’s Federal Law on Personal Data was passed in
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2006, which regulates the collection, storage, and use of personal data (Kshetri
2016; Shvets 2020; Zdziarski 2018). To further address cyber security attacks,
Russia established the National Cyber Security Centre to implement the
National Cyber Security Strategy and System and provide other solutions. In
2017, President Putin signed the National Cyber Security Strategy (Al-Qahtani
& Cresci 2022), which outlined the country’s goals and measures to protect
citizens, sovereignty and others from cyberattacks. However, the effectiveness
of these measures is a subject of debate as the country allegedly does
statesponsored hacking as a form of defence. In addition, weak penalties, and
inadequate and insufficient cybersecurity laws do not discourage online crimes
as these problems persist (Kshetri 2016).

India

To address cybersecurity, India has several laws and regulations in place,
including:

* The Information Technology Act (I.T.A.) of 2000, criminalises hacking,
identity theft, online fraud, and other cybercrimes and established a legal
framework for electronic signatures and electronic documents (Sethi
2020).

* The 2009 Information Technology Rules of Guidelines for Cybercrime
Investigation.

* The 2011 Information Technology Rules of Intermediaries Guidelines.

* The 2011 Information Technology Rules of Reasonable Security Prac-
tices and Procedures and Sensitive Personal Data or Information.

* The Cyber Security of Critical Information Infrastructure Protection Bill
of 2013 (KPMG India 2021).

* In 2018, the Indian government implemented the National Cyber Security
Policy, which outlines the country’s objectives and strategies for cyber
security, including the adoption of Cyber Security Guidelines and the
establishment of the National Cyber Security Coordination Center (Neu-
berger, Zegart & Segal 2021a).

* The Personal Data Protection Bill was introduced in 2019 (KPMG India
2021).

These laws and regulations are intended to help protect individuals and organi-
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sations from cybercrime and also to establish a legal framework for electronic
commerce and digital transactions. However, the implementation and
enforcement of these laws can be difficult due to existing gaps in the legal
framework (Gritsenko, Wijermars & Kopotev 2021; Microsoft 2023).

China

China’s internet regulation began in 1993 with the Temporary Regulation for
the Management of Computer Information Network International Connection.
In 1994, the Regulations of the People’s Republic of China for the Protection
of the Safety of Computer Information Systems were passed due to the rise of
computer users around the world (Qiu 2000; Endeshaw 2004). The Electronic
Signature Law was passed in 2004 to regulate the use of digital signatures and
protect electronic transactions (Miao, Jiang & Pang 2021). The Protection of
State Secrets in Computer Information Systems on the Internet regulation is
used for the monitoring of individuals’ activities and potential breaches of state
information The regulation also includes Internet Service Providers (1.S.P.) to
monitor users’ activities (Li 2015). The Regulation on Internet Information
Services policy of the year 2000 controls Internet Service Providers (1.S.P.) and
requires them to monitor and censor content deemed inappropriate according to
government requirements (Miao, Jiang & Pang 2021). The Anti-Terrorism Law
was passed in China. The law requires network operators to assist with
investigations and provide access to data upon request (Wei 2020). Another key
law is the Cyber Security Law (C.S.L.), passed in 2016 and came into use in
2017. The law aims to protect the country’s critical information infrastructure
and the personal information of citizens. These laws have been criticized by
experts for being unclear giving the government too much power to control the
Internet and potentially harming the interests of foreign companies (PwC 2018;
Miao, Jiang & Pang 2021). The country has revised its cybersecurity laws over
the years to adapt to the changing state of online crime (KPMG 2016). For
example, the rise of ransomware attacks has changed the way cyberattacks are
handled (Grimes 2022).

South Africa

South Africa has implemented several laws and regulations to tackle
cyberattacks. For example, the Electronic Communications and Transactions
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Act (E.C.T.A) of 2002. The Act provides regulations for electronic
communications and transactions by organisations and end-users (Netsha-
khuma 2022). A National Cybersecurity Policy Framework (N.C.P.F.) was
created in 2012 to help the government in its cybersecurity strategies
(Phahlamohlaka, Theron & Aschmann 2022). The Protection of Personal
Information (P.O.P.1.) Act was passed in 2013, for the protection of personal
information. The Act commenced in 2021 to ensure organisations’ compliance
with the Act by indicating how end-user information will be used and data
protection assurance (Veiga 2022). The 2015 Cybercrimes and Cybersecurity
Bill was passed to strengthen the cybersecurity of South Africa and combat
cybercrimes such as unauthorised access to computer systems (Dlamini &
Mbambo 2019).

Cybersecurity Measures Implemented in BRICS Countries

In recent years, BRICS countries have been working conscientiously, to
improve their cybersecurity by implementing several policies and laws, coupled
with several initiatives and establishment of organisations. The cybersecurity
measures that exist among BRICS countries are discussed in the subsequent
paragraphs.

Brazil

Brazil has set up some agencies to implement cybersecurity measures. For
example, the Brazilian Internet Steering Committee. Despite these efforts,
Brazil still faces challenges such as a lack of investment in technological
infrastructure and a shortage of cybersecurity professionals (Costa, Aradjo,
Barros, Thereza-Junior & Costa 2022). A 2023 Information Systems Audit and
Control Association (ISACA) research indicated that a lot of cybersecurity jobs
remain unfilled worldwide with 81% being technical cybersecurity roles and
65% unfilled non-technical roles (ISACA 2023). In response to these
challenges, the Brazilian government has launched two cybersecurity websites.
The first one is a guidebook on cybersecurity and the other teaches children and
young adults about cybersecurity (Urbanovics 2022). Additionally, Brazil is
prioritising investing in technological critical infrastructure including the
protection of information infrastructure, privacy and the personal information
of its citizens (Hurel & Lobato 2021). The Brazilian government is also
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partnering with private organisations to resolve cybersecurity issues. According
to a study by Botacin et al. (2021), public and private banks in Brazil require
clients to install security plugins on personal computing devices before enabling
online banking use. Warsaw is an example of such a software solution. It uses
a proxy server to provide online protection. In addition, the software searches
for a malware pattern in a user’s system.

Russia

The Russian government set up the Federal Security Service (F.S.B.) as the
main body responsible for cybersecurity in the country. The FSB is tasked with
protecting the constitutional system, defence, and security of the state, and
fighting terrorism and other serious crimes, including cybersecurity (Stadnik
2019). Additionally, specialised agencies and organisations were also
established to address cybersecurity such as the National Coordination Centre
for Computer Incidents (N.C.C.C.), which is responsible for protecting the
country from cyberattacks (Belli 2021b). Russia also has a Federal Law on the
security of critical infrastructure. This requires organisations operating critical
infrastructure to ensure the security of their systems and to report certain types
of cyber incidents to the government. The government also provides
cybersecurity training for employees of critical infrastructure organisations
(Pursiainen 2020). Despite these measures, the effectiveness of Russia’s
cybersecurity implementation in practice is subject to debate, as the country
supposedly uses cyberattacks as a form of defence (Connell & Vogler 2016).
Furthermore, the implementation of the Digital Economy National Program
requires companies to store certain types of personal data within Russia’s
borders, which raised concerns among foreign companies, who feared that this
may restrict their ability to do business in Russia and put the data at risk of being
accessed by the government (Gritsenko, Wijermars & Kopotev 2021).

India

To enhance cybercrime response capabilities, India set up a specific cybercrime
unit in the police force, the Indian Computer Emergency Response Team
(C.E.R.T.-In.) and the National Cyber Coordination Centre (N.C.C.C.) to
handle computer security incidents (Belli 2021b). Skilled manpower is required.
Hence, Nasscom Cyber Security Task Force (N.C.S.T.F.) was established in
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India to turn the country into a cybersecurity hub by addressing issues such as
the shortage of skilled cybersecurity professionals (Thakral, Rakesh & Gupta
2016). An ISACA research indicated that 52% of organisations worldwide
require people to get university degrees to be offered an entry-level
cybersecurity job, even though 68% of these graduates lack soft skills while
54% lack security control skills (ISACA 2023). Another challenge facing the
Indian government is securing critical infrastructure from cyberattacks. The
Indian government has taken several initiatives to improve the cybersecurity of
critical infrastructures by establishing the National Critical Information
Infrastructure Protection Centre (N.C.I.1.P.C.) to monitor and protect critical
infrastructure from cyberattacks (Singh 2019).

China

China has existing regulations to protect its citizens and critical infrastructure
from cyberattacks. Among such are the Data Security Law (D.S.L.), Cyber
Security Law (C.S.L.) and Personal Information Protection Law (P.I.P.L.).
These laws assist in diverse ways to protect citizens and organisations.
Furthermore, it ensures regulations and policy compliance (Chen & Sun 2021).
The country also has agencies such as the Cyberspace Administration of China
(C.A.C.) to implement cybersecurity measures, as well as invest in research and
development of cybersecurity technologies, like artificial intelligence and
guantum computing. Additionally, China has been promoting the education of
cybersecurity in universities through collaborations with research institutes and
other educational institutions (Chen, Wu & Liu 2020; Cary 2021).

South Africa

The South African government established the Cyber Security and Cybercrime
Unit of the South African Police Service to investigate cybercrimes and protect
citizens from cyberattacks although the unit is not proactive (Xulu 2022). In
addition, the State Security Agency (S.S.A.) was created to protect the country’s
national security and prevent cyberattacks (Sutherland 2017). Existing
legislation to address cybersecurity includes the Protection of Personal
Information (P.O.P.1.) Act, the National Cybersecurity Policy Framework
(N.C.P.F.) for policy coordination, and the Cybercrimes and Cybersecurity
Regulations (Romaniuk & Manjikian 2020; Dlamini & Mbambo 2019).
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The BRICS association of countries have put in place diverse measures
related to cybersecurity that have resulted in positive outcomes for both
individuals and companies. For instance, the introduction of the National Cyber
Security Policy in India; the Cyber Security Law in China; and the National
Cyber Security Strategy in Russia has led to an increase in the number of
cybersecurity experts in these countries, thereby enabling businesses to better
defend themselves against cyberattacks. (Neuberger, Zegart & Segal 2021b;
Chen & Sun 2021; Al-Qahtani & Cresci 2022). Cybersecurity is being improved
in South Africa through the of use artificial intelligence for malware analysis,
which enables a timely response to cyberattacks (Radebe, Tsibolane & Hart
2022). Brazil has been successful in using good cybersecurity practices to
conduct incident response actions, especially during mega-events such as the
Olympic games (Hurel 2021). Despite the mentioned progress, the effectiveness
of cybersecurity measures among BRICS countries indicates inconsistencies.

Discussion

BRICS association of countries are developing to become globally dominant
nations through the advancement of each member’s economic growth (Chen,
Dao & Nhieu 2024). The rapid economic development of these nations has
made member states attractive destinations for cyber threat actors to exploit.
This leads to attacks on all facets of society, from governments, and private
organisations to citizens. Since the advent of the internet, data breaches, identity
theft, privacy invasion, cyber warfare and much more have become means of
attacks (Kim, Kang, Oh, Shin & Shin; Dutta 2021). Russia and China have
experienced cyber warfare with other nations and organisations due to
unauthorised information access and modifications which affected the foreign
relations of both countries (Elizaveta, Elnur, Kanan & Kamilla 2021). Attacks
on major national infrastructure can also affect productivity and finances, which
are detrimental to the economic development of BRICS countries. The impact
of such cyberattacks led to the creation of policies and security measures to
reduce the risks related to cyberattacks. Additionally, better cybersecurity
culture needs to be adopted (Kangapi & Chindenga 2022). The existing
regulations and laws make it possible to punish cyber criminals. In recent years,
cyberattacks have become more sophisticated to detect, which makes it hard to
penalise perpetrators (Bruce, Lusthaus, Kashyap, Phair & Varese 2024). Hence,
governments, private organisations and citizens all have a part to play in the
state of cybersecurity in each country.
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This study indicated that policies and passive cybersecurity measures
are not enough to reduce cyberattacks. Therefore, proactive measures and
continuous efforts by all stakeholders are essential to attain a good level of
security standards. Moreover, the financial capability of each BRICS country
differs from the others and this element is important to the types and levels of
cybersecurity measures implemented. Apart from establishing laws and
regulations, the implementation of innovative cybersecurity measures requires
financial investments from countries such as South Africa and Brazil that do not
have the same financial assets as Russia and China. Poverty also plays a role in
the elevation of cyberattacks in experienced in Brazil, this is indicative of the
widespread banking scam in the nation. The governments of BRICS should
consider improving socio-economic situations within its borders while
improving current cybersecurity measures by adopting realistic best practices
of other member states.

Recommendations

Best Practices Adoption among BRICS Countries

To combat cyber threats and attacks BRICS countries can share best practices.
Therefore, using tested and effective cybersecurity measures. China has
indicated in the past its willingness to cooperate with other countries to improve
cybersecurity practices. An instance was China’s expression on the issue of
tackling cyberterrorism at the 68™ UN General Assembly in 2014 (Wei 2020).
Cooperation among BRICS countries should also be encouraged through
international dialogue which may lead to the development of common
cybersecurity standards and best practices. The engagement can also lead to
security cooperation agreements. The Beijing BRICS Summit Beijing of 2022
was the starting point of the cooperation towards mitigating cybersecurity issues
experienced by BRICS nations (Xinhua 2022).

More Collaborations between Government and Private
Organisations

Forging partnerships between public and private entities to combat cyberattacks
is important. This strategy involves exchanging information and utilising
resources, which can result in enhanced cybersecurity measures. An example
was the collaborative effort between the Brazilian government and its banks.
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Both entities mutually worked and established a method to reduce banking
phishing attacks by adopting the use of security plugins to precede the use of
banking applications (Botacin et al. 2021). Hence, policymakers must ensure
that the cybersecurity policies are executed to achieve the intended goals rather
than sabotage cybersecurity efforts (Gritsenko, Wijermars & Kopotev 2021).

Bridging of Cybersecurity Skill Gap

More effort should be directed at training and recruiting cybersecurity
professionals within BRICS countries. Currently, there is a global skill gap in
the cybersecurity space, where many roles are left unfilled despite several
government effort to train more experts in the field. Russia is making efforts
towards this goal but most cybersecurity professionals relocate to developed
nations such as the United States of America after attaining the required skills
(Pursiainen 2020).

Research Contribution

This study contributes to the continuous research on cybersecurity with an
emphasis on government efforts in assisting to reduce the success rate of
cyberattacks within each BRICS nation. The study has indicated that the
government can adopt some of the best practices of other member states to
provide better cybersecurity. Thus, safeguarding the society while avoiding
financial loss and continuous exploitation of its citizens and organisations.
These factors enable BRICS to develop into countries with better economies.

Research Limitations and Future Works

This study highlights why the improvement of cybersecurity is important for
the economic growth of BRICS countries. However, the study experienced
certain limitations. The first research challenge is the number of peer-reviewed
articles in scholarly journals, which are insufficient to provide current statistics
on the state of cybersecurity among BRICS countries and the success rate of
existing solutions. Secondly, the study would have required multinational data
collection, which would have been limited by time differences and the
availability of respondents if the systematic review was not used. Additionally,
survey data collection would have required a longer timeframe to gather data.
While telephonic interviews with experts would also depend on everyone’s
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availability. Future studies should consider collecting primary data from
dedicated government agencies or organisations if accessible.

Conclusion

The cybersecurity measures taken by BRICS countries are effective to varying
extents. However, the adoption of best cybersecurity practices among BRICS
countries is likely to help improve the state of cybersecurity. This study outlined
some cyberattacks encountered in each BRICS country. These include malware,
DDoS and phishing attacks which can be used to disrupt services and steal
information and money. To combat these attacks, and respond appropriately,
more effective cybersecurity policies and plans should be implemented.
Advanced technologies such as Artificial Intelligence (Al) and Machine
Learning (ML) can also provide innovative solutions to cyber threat monitoring
and improve response time. Additionally, collaborations between government
and private entities should be used for better implementation and enforcement
of tighter cyber policies and procedures. These will enhance defences against
cyberattacks which are becoming more sophisticated.
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