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Abstract

Recent technological advances have led to the emergence of new technolo-
gies, frameworks and methodologies in the field of computing, the regulation of
which are governed by scientific principles. Examples include the Internet,
global connectivity and mobile agent technelogy, collectively referred to as cy-
berspace. Regulating human interaction with cyberspace has become one of the
great chalienges of the information age — a challenge in which legisiation plays
a central role.

At present the regulation of human interaction with cyberspace by means of
legislation, is awarded prominence on 2 global level by governmenits. In this re-
gard the computing instructor plays a central and mulii-faceted role. It is within
this context that we consider what influence the new South African Electronic
Communications end Transactions (ECT) Act (Act No. 25, 2002) may haveon a
typical computing curriculum.
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I. Intreduction

Advances during the past decade have led to the emergence of,
among others, new technologies, frameworks and methodologies in the
field of computing. Examples include the Intemnet, global connectivity
and mobile agent technology, collectively referred to as cyberspace.
Regulating cyberspace has become omne of the great challenges of the
information age, a challenge in which the computing professional
plays a central and multi-faceted role. Therefore, computing profes-
sionals have to, in fulfilling their role in society, take into considera-
iion the fact that cyberspace is populated by both humans and artificial
entities.

At present the regulation of cyberspace by means of legisiation is
awarded prominence on a global level by governments. It is within this
context that we consider what impact the new South African Elec-
tronic Communications and Transactions (ECT) Act (Act No. 25,
.. 2002) could have on a typical computing curriculum. In section 2 we
- give a brief overview of the Act and discuss some shortcomings. More
¢ specifically, we note that the Act deals in particular with Internet re-
© lated activities. These activities range from providing a mere descrip-
. tion of data messages, to complex measures (including various security
. considerations) relating to and atternpiing to realise the governance of
| e-commerce transactions in South Africa. Section 3 contains a discus-
- sion of the impact of the Act on three subject areas mentioned 1n the
- ACM/IEEE computing curriculum {(Computing Curricula ..., 2001).
- Although the discussion is not exhaustive, it demonstrates how the Act
. could impact on other aspects of this curriculum.

2. The Electronic Communications and Transactions
Act, 25 of 2002

: The ECT Act is considered to be of great strategic importance for
- the whole continent of Africa, as is argued in {(Van der Merwe, Preto-
- rius and Barnard, 2004). Because South Africa has been one of the
.. first African couatries to adopt this type of legislation, it is possible
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that the Act might serve as a mode} for the entire Sub-Saharan African
region. The purpose of the Act, as stated in its preamble (Act No. 25;
2002), is:

e “to provide for the facilitation and regulation of electronic com-
munications and transactions,

& to provide for development of a national e-strategy for the Re-
public;

» lo promote universal access to electronic communications and
transactions and the use of electronic transactions by SMMEs
{(Small, Medium and Micro Enterprises);

® (o provide for human resource development in electronic transac-
tions;

e Io prevent abuse of information systems,

o 10 encourage the use of e-government services; and

® o provide for matters connected therewith.”

In addressing this purpose, the Act covers, amongst others, the fol-
lowing topics (dealt with in individual chapters of the Act):
Electronic transactions: chapier IIT;

E-government services: chapter [V;

Cryptography providers: chapter V,

Authentication service providers: chapter VI,
Consumer protection: chapter VII;

Protection of personal information: chapter VIII ;
Protection of critical databases: chapter IX;

Domain name authority and administration: chapter X;
Limitation of liability of service providers: chapter XI;
Cyber inspectors: chapter XII;

Cyber crime: chapter X1II.

Sections 13 to 20 of chapter 11l that deal with electronic transactions
have overcome cone of the bigpest obstacles regarding electronic com-
merce without paper embodiments, namely the question of proof of the
contents of electronic documents. By affording data messages admis-
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sibility as evidence, the court bypasses the paper trail that has charac-
terised especially civil litigation in the past. A data message is defined
m section 1 of the Act as: “data generated, sent, received or stored by
electronic means, and includes a) voice, where the voice is used in an
automated transaction and b) a stored record”. Van der Merwe ef al.
{2004) note that it remains to be seen, however, how much weight a
judge or magistrate will afford a document that 1s only available in
elecironic formai. Section 15(4) provides that a data message created
“in the ordinary course of business” presents rebuttable proof of its
contents, thus transferring the onus to produce evidence of a lack of re-
liability on the party aggrieved by the admission of the electronic
document,

Furthermore, section 20 of the Act should have implications for the
use of artificial entities. In particular, chapter 1, section 1 of the Act de-
fines an electronic agent as “a computer program or an electronic or
other automated means used independently fo initiate an action or re-

spond to data messages or performances in whole or in part in an
“.automated transaction”. This section provides for an agreement, or
_contract in a commercial sense, to be created by an artificial entity, in
- this case an electronic agent. This extends the class of entities that can
- be involved in legal situation.

= The recent importance attached to the actions of artificial entities
< (software agents) in cyberspace (Bamard, Cloete and Pretorius, 2004),
-raises the question of what would happen if both parties made exten-
: stve use of what the Act refers to as electronic agents. In such an event
“much of the consumer protection built into chapter III, section 20
- seems to fali away because natural persons are reduced to peripherals
Ewhile the electronic agents {code, architecture, socftware agent, eic.) are
~responsible for effecting a transaction (Van der Merwe ef al., 2004).
Furthermore, the South African Police Services already have a
" Computer Crime Unit. Buys and Cronjé (2004) argue that the force of
- cyber inspectors envisioned by the Act, is in conflict with this existing
‘law enforcement agency. They state that the appointment of a force of
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cyber inspectors “that have wide-ranging, invasive powers, yet do not
have the experience and additional resources of the SAPS, is an un-
warranted extension of the powers of the Department of Communica-
tions” (Buys and Cronjé, 2004:335-336). However, many of the offi-
cials required to carry out important functions in terms of the Act still
have to be appointed, and the necessary infrastructure must be put in
place. For example, chapter IV of the Act provides for an Authentica-
tion Service Provider that will include an Accreditation Authority,
both of whom are necessary to certify the authenticity of an advanced
electronic signature. Similarly, the cyber inspectors provided for in
Chapter XII have not yet been appointed. This points to a potential
shortcoming of the current provisions of the Act.

Lessig (1999) describes four modalities that impact on the regulation
of modern society, viz. norms, law, market forces and computer code
(architecture). He argues that in the absence of strong influences by the
first three modalities to regulate modern society, increasing promi-
nence may be awarded to the use of computer code (architecture) to ef-
fect such regulation. Hence, when the Department of Communications
put these measures in place and appoint the relevant officials, the De-
partment would have to avoid possible conflict with existing law en-
forcement agencies, such as the SAPS Computer Crime Unit. The al-
ternative may well lead to a greater dependence on computer code (ar-
chitecture) for regulation. In the above example, the guarantee of an-
thenticity may simply be left to computer code (architecture). This
may well lead to increased dominance by certain software developers.

An initiative in providing the necessary infrastructure to enforce this
legisiation was reported on January 12, 2004 (SABC News, 2004). in
particular, the “US Secret Service has donated 22 specialised forensic
computers to help combat cyber crime in this country. They are valued
at more than a million rand”. Training is envisioned to take place in
two phases. Firstly members of the SAPS Computer Crime Unit will
be trained, followed by legal practitioners including judges and prose-
cutors.
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In concluding this section on the ECT Act we briefly note the first
conviction in terms of this act. Two perpetrators, Michael Bafatakis
and Andrew Stokes, gained illegal access to a South African mobile
telecommunications operator, Vodacom, and downloaded personal in-
formation of Vodacom clients. They attempted to blackmail Vodacom
for an amount of ten million rand not to disclose this information. The
conviction (November 2003) of the two perpetraiors was the first in
terms of this new aci (Sake Rapport, 2003), regarding the contraven-
tion of sections 86 and 87 of the Act.

3. A Typical Computing Curriculum

For the purposes of this paper we use the proposed ACM/IEEE
Computing Curricula (Computing Curricula ..., 2001) as an example of
a typical computing curriculum. Both the IEEE and ACM endorsed the
curricula recommendation of this report. Many textbooks currently in
use at universities woridwide, and certainly at UNISA, are based on
--the guidelines given in this report. Hence it is clear that this report has
- a large impact, directly and indirectly, on curricula at many universi-
-ties. A good example of this is the recent trend to include sections on
“ social and professional issues (Computing Curricula ..., 2001: Subject
“area 12) in many computing textbooks.

> This body of knowledge is organised into fourteen disciplinary sub-
‘ fields or subject areas. We consider the impact of the Act on a selected
“number of subject areas of this curriculum. In the context of the previ-
- ously stated purpose of the Act and the structure of the CS body of
“knowledge (Computing Curricula ..., 2001) we are of the opinion that
- the teaching of the following three subject areas may, and should, take
_ cognisance of the contents of the Act:

o Net-Centric Computing,

s Information Management, and

e Social and Professional Issues.

The reader is referred to Appendix A of (Computing Curricula ...,
£ 2001) for more information concerning these subject areas.
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3.1 Net-Centric Computing

In the above-mentioned appendix the contents of this area are sum-
marised as follows: “Recent advances in computer and telecommuni-
cations networking, particularly those based on TCP/IP, have in-
creased the importance of networking technologies in the computing
discipline. Net-centric computing covers a range of sub-specialties in-
cluding: computer communication nefwork concepts and protocols,
multimedia systems, Web standards and technologies, network secu-
rity, wireless and mobile computing, and distributed systems.”’

In this section, we restrict our discussion to three specific topics of
the Act that deal with information security. Chapter III of the act
makes provision for the facilitation of electronic transactions. In par-
ticular, it defines an electronic document and specifies how to deal
with these documents. Chapters V and VI of the Act deal with cryp-
tography and authentication service providers, and chapter XII makes
provision for the appointment of Cyber Inspectors. We show how
these chapters impact on the teaching of Information Security. Of spe-
cial interest are the following topics covered in subject area NC3:
Network security (Computing Curricula ..., 2001):

o Fundamentals of cryptography
Secret-key algorithms
Public-key algorithms
Authentication protocols
Digital signatures.

3.1.1 Electronic Transactions and Documents

The act in effect affords a data message, discussed in section 2
above, the same status as any other legal document, if it complies with
two requirements. The document must be signed with an advanced
electronic signature, and it must be retained (stered) in such a way that
{see section 16 of the Act):

¢ the information contained in the document is accessible;
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» it can be demonsirated that the stored message accurately
represents the information contained in the original document;

» the origin and destination, as well as the date and time sent and
received, can be determined.

The advanced electronic signature mentioned by the Act is simply a
standard electronic signature, which is issued by a registered authenti-
cation service provider. The signature should be uniquely linked to a
specific user who must be identified on a face-to-face basis, must be
capable of identifying that user, and must be created by means under
the sole control of that user. The signature should also be linked to a
specific data message and should be capable of detecting any subse-
quent changes to the contents of the message. These requirements are
fairly standard, and can to a large extent be provided by using hash
functions and public key encryption technigues, such as described in
any standard textbook, for example (Pfleeger 1997. 96-98). This can
be illustrated by learning objective 4 of topic NC3 (Network security),

= which states “Summarize common authentication protocols.” (Com-
. puting Curricula ..., 2001).
© A problem arises when the storage of data messages is considered.
¢ The Act does not specify that the message must be stored in its origi-
. nal format; rather, the Act specifies that the information contained in
. the document must be accurately represented. Current authentication
.. techniques can only ensure the authenticity of a document if it is stored
. in its original format (Pfleeger 1997: 97). Research in this area might
lead to an advanced degree.

3.1.2 Cryptography and Authentication Service Providers

¢ The Act requires that all providers (not users) of encryption ser-
.. vices or products must be registered. It defines an encryption product
: as any (software) product that contains any form of encryption. This
-~ implies for instance that Linux, which is freeware, is classified as an
. encryption product. Hence versions of Linux distributed through
- download sites become illegal. Commercial providers of products con-
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taining Linux would have to register as a crypiography provider, even
though their product might not be available in South Africa, but is
simply used by some person in this country. This subtlety of the Act
would have to be emphasised in courses where any aspect of cryptog-
raphy is taught.

Courses on cryptography would also have to deal with ethical issues.
For instance, a cryptography provider can be required by law to dis-
close all information regarding services provided to a specific client.
The provider would have to consider ethical 1ssues when deciding how
much information he/she will store. This issue is related to SP7: Pri-
vacy and civil liberties, mentioned in section 3.3 of this paper.

The act also creates the possibility to register authentication service
providers, whose main task will be to provide advanced electronic sig-
natures for data document authentication. This registration is not com-
pulsory, as in the case of cryptography providers. The reason for this
might be that most known effective authentication techmiques are
based on cryptography, and hence that these providers will have to
register as such. Typically, these services will be provided by comput-
ing professionals and therefore these issues need to be adequately ad-
dressed in a computing curriculum.

3.1.3 Cyber Inspectors

The activities of cryptography and authentication service providers
will be monitored by Cyber Inspectors. These inspectors will also have
the authority to monitor and inspect any web site or activity on an in-
formation system in the public domain. They would have to have the
skill to determine whether a cryptographic or authentication service is
provided. Once this is established, they must aiso have the ability to
determine whether the service rendered is in compliance with the pro-
visions of the Act. Highly specialized training programs would have to
be deveioped to train these inspectors.
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3.1.4 Information Management

In Appendix A of (Computing Cumnicula ..., 2001) the contents of
this area are summarised as follows: “Information Management (IM)
plays a critical role in almost all areas where computers are used.
This area includes the capture, digitization, representation, organiza-
tion, transformation, and presentation of information; algorithms for
efficient and effective access and updating of stored information, data
modeling and abstraction, and physical file storage technigues. It also
encompasses information security, privacy, integrity, and protection in
a shared environment,”

Chapter VII of the Act deals with consumer protection. In particular,
section 43 deals with information to be provided by service and goods
providers making use of electronic means. This information to be pro-
vided to potential customers include, amongst others:

¢ Code of conduct to which the supplier subscribes (section
43(1)e)).

¢ Any terms of agreement, including any guarantees, that will ap-
ply to the transaction, and how those terms may be accessed,
siored and reproduced electronically by consumers (section
43(1)(k)).

¢ Security procedures and privacy policies of that supplier in re-
spect of payment, payment information and personal information
(section 43(1){p)).

: It is therefore important that the computing instructor should equip
‘the computing student with the technical knowledge and skills to ad-
-here to the requirements of these and other stipulations of this chapter
“of the Act. This is in accordance with learning objective 4 of topic IM!
- (Information models and systems) that reads: “Describe several tech-
“nical solutions to the problems related to information privacy, integ-
" rity, security, and preservation” (Computing Curricula ..., 2001).

Chapter VIII of the Act deals with personal information and privacy
-protection. Section 51 describes the principles for electronically re-
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questing, collecting, collating, processing and storing of personal in-
formation. Leaming objective 3 of topic IM1 (Information models and
systems) reads “/clritique/defend a small- to medium-size information
application with regard to its satisfying real user information needs”

(Computing Curricula ..., 2001).

The Act defines critical data as “information which, if compromised,
may pose a risk to the Republic’s national security or the economic or
social well being of its citizens” {Act No. 25, 2002, chapter 1, Deloitte
and Touche, 2002). Chapter IX of the Act makes provision for the
protection of critical databases. In particular, sections 52 through 55 of
the Aci deal with the scope of proiection, identification, registration,
and management of critical data and databases and will account for the
protection of critical data. Buys and Cronjé (2004:173) states that the
Act contains universally accepted data protection principles setting out
how personal information may be collected and used, and note that se-
lective subscription to the Act is not permissible. We therefore con-
sider the adequate coverage of the following topics suggested by
{Computing Curricula ..., 2001) to be of cnucial importance:

IM1: Information models and systems;
IM2: Database systems;

IM3: Data modelling;

IM4: Relational databases;

IMé&: Relational database design;

IM7: Transaction processing,;

IMB8; Distributed databases;

IMS: Physical database design; and
IM11: Information storage and retrieval.

We also propose that the study of Chapter IX of the Act, as well as
its interpretation, and an associated assessment should be included in
the stady material for and teaching of information management (IM).

We further note that there are issues in this section of the Act that
have close links to certain personal privacy issues that are also re-
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flected in the subject area Social and Professional issues of (Comput-
ing Curricula ..., 2001). These similarities are echoed by Buys and
Cronjé (2004, p.172) who state that “[d]jata protection can factually
be regarded as forming part of information privacy”.

3.2 Social and Professional Issues

Appendix A of (Computing Curricuia ..., 2001) justifies the contents
of this area as follows: “Undergraduates also need to understand the
basic cultural, social, legal, and ethical issues inherent in the disci-
pline of computing. They should understand where the discipline has
been, where it is, and where it is heading. They should also understand
their individual roles in this process, as well as appreciate the phi-
losophical questions, technical problems, and aesthetic values that
play an important part in the development of the discipline. ..
[S]tudents need to be aware of the basic legal rights of sofiware and
hardware vendors and users, and they also need to appreciate the

- ethical values that are the basis for those rights. Future practitioners
‘must understand the responsibility that they will bear, and the possible
: consequences of failure.” (Tucker as quoted in (Computing Curricula
C., 2001))

. It is therefore clear that the computing professional should acquire
- knowledge and skills regarding the social and ethical issues in comput-
‘ing. A closer look at the subject area, Social and Professional Issues
'(SP) of (Computing Curricula ..., 2001), reveals that the following
topics may be linked to the contents of the law in general and/or the
*ECT Act in particular:

; SP2: Social context of computing;

SP4: Professional and ethical responsibilities;

SP5: Risks and liabilities of computer-based systems;
SP6: Intellectual property;

SP7: Privacy and civil liberties, and

SP8&: Computer crime,
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If we agree that our professional and ethical responsibilities also in-
clude the legal systems in place in socicty, then SP4 should address
those laws that regulate various aspects of cyberspace and the comput-
ing profession. In the South African case, the ECT Act will play a sig-
nificant role in regulating conduct and activities in the field of comput-
ing, particularly with regard to the Internet. The computing instructor
must therefore include pertinent aspects of the Act within this frame-
work.

Chapter X1 of the Act deals with the limitation of liability of service
providers, that is, persons who provide information system services. It
concerns service providers who act as mere conduits, perform caching
(automatic creation of temporary copies of electronic data for quick
access) or hosting (renting of space to users who provide their own
content). Topic SP5 makes provision for including such material in the
computing curriculum.

Chapter VII deals with consumer protection, unsolicited electronic
communications (spam} and consumer protection for online card pay-
ments, topics that are suitable for inclusion into material regarding
SP7: Privacy and civil liberties. For example, learning objective 2 of
SP7 iliustrates this: “Describe computer-based threats to privacy.”

Chapter V111, sections 50 {Scope and protection of personal informa-
tion) and 51 (Principals for electronically collecting personal informa-
tion) address the protection of personal information. Computing pro-
fessionals involved in any application that involve so-called electronic
transactions should be aware of this chapter of the Act, and also of the
fact that the accurate definition of “electronic transaction” is sull
awaited. “One of the most urgent issues to address, either by Parlia-

ment or the courts, will be the definition of electronic transaction.”
(Buys and Cronjé¢, 2004:160).

While making provision for cyber inspectors, who have the power to
“inspect, search and seize” (section 82), the final chapter (XIII) of the
Act deals with cyber crime. Section 86 concerns unauthorised access
to, interception of or interference with data (inciuding hacking, crack-
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ing and denial-of-service), section 87 addresses computer-related ex-
tortion, fraud and forgery and section 88 refers to attempt, and aiding
and abetting cyber crime. Topic SP8 of the typical curriculum under
consideration makes provision for including issues conceming com-
puter crime. Future computing professionals should take special cogni-
sance of the fact that, according to (Buys and Cronjé, 2004:323):

e a computer can be involved in computer crime as the object of
the crime, ¢.g. as victim where unauthorised access and denial-
of-service attack is launched against it;

e 3 compuier can be used as instrument (tool) in computer crime;
and

s a computer can be incidental to an offence, e.g. where 1t is
used to store records of illegal activities.

This is in accordance with learning objective | that reads “Outline
the technical basis of viruses and denial-of-service attacks.”

4. Conclusion

i “Aithough technical issues are obviously central to any computing
“curriculum, they do not by themselves constitute a complete educa-
> tional program in the field. Students must also develop an understand-
¢ ing of the social and professional context in which computing is
: done.” (Computing Curricula ..., 2001).

This guote supports the following concluding perspective:

: We considered the impact of the ECT Act on a typical computing
¢ curriculum as proposed by the ACM/IEEE. We have seen that in order
 to address the various aspects of the Act we need to incorporate the
= fundamental subject areas of this curriculum into our educational pro-
© grams. The Act, in fact, provides a social context within which we can
= teach these fundamental aspects.

. The ECT Act is but one way in which society expresses its social
- needs with regard to the regulation of cyberspace. There are also other
* ways for society to articulate such needs, for example, cultural, norma-
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tive, moral etc. Each of these impacts on the context within which we
may teach the fundamental subject areas of our typical curriculum in
its own way. We contend that by teaching universal technical subject
content within a localized context the computing professional of the
future will be betier equipped to face the increasing challenges of the
information age.
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